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AutoMon Project - Facts

Project goal: Automated performance monitoring

Funded by the German government

* Innovation program for Small and Medium Enterprises (SME)
KMU-innovativ"

 Volume: 2.69 M€

GEFORDERT VOM

Bundesministerium
fiir Bildung
und Forschung

Time frame: June 2016 ... May 2019

https://automon-projekt.de/en
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AutoMon Project - Partners

Application partners Research partners

Technical University Munich

u
DB Systel: Service provider Problem statements, use cases, Chair of Network Architectures I s a rN et

Software Solutions GmbH

and Services, Prof. Carle

scenarios, labs

For German railway, global logistics

SME in Munich A
Suitable solutions, concepts o ﬂ
— — — — . * [sarFlow network monitoring -
— o —— and ideas for future plans * Network consulting oo N i
= = === (6GE) (55%)
— — " m— ‘sandstormlmedia -
MultiNetwork WAN services SME in Dresden
e ply
For airlines, global enterprises,...

» exply.io (data exploration)
» Contributor to Neos CMS N NEOS
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AutoMon - Problem Statement

Challenges in network operation
* network performance becomes more and more business critical
» fewer and fewer people operate increasingly large networks
* high dynamic in networks due to softwarization and automation

Operation = Monitoring + Control
- Automation of network monitoring required

=>» Utilize APls of network equipment for softwarized monitoring approach
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AutoMon Vision
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AutoMon Vision
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AutoMon Vision
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AutoMon Vision
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Concept of closed-loop control

General principle

Configur:ation Cy

AutoMon Controller

< .........

Feedback Fy
(e.g. accuracy)

network monitoring system
(data analysis)

via APls
control
\ 4
loop
monitoring functions |___monitoring__y,
(data acquisition) data My
Time scale of control actions
Never Weeks Hours Days

Config change process
(internal/external)

Provisioning of
active measurements

Mos‘t flow A
monitoring today

Seconds Milliseconds

API-based
reconfiguration

Manual CLI/Ul-based
Reconfiguration based
AutoMon suggestions

In-monitoring-function
control loop
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Concept of closed loop control

Monitoring degree of detail

: . Flows with
Interface 1min Active path millisecond
counters | flows measurements timestamp Flows with TTL.
: Packet flag, size, ...
= sampling distributions
coarse
Data analysis degree of detail
Aggregated traffic Scheduled Online-Correlation Timestamp
Statistics per location correlation of different measurements evaluation
' Ad-Hoc Packet sample deep Protocol
" 7% | correlation payload decoding State tracking

coarse

Just do everything at the most fine grained level?

Consider every
packet with nanoseconds,
DPI, Decryption

Online
Per-packet
correlation

—->Don't forget the available system resources (CPU, Mem, Disk, Network) in monitoring and analysis functions

fine

fine
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Concept of closed loop control

SDN Controller ‘ config | .............. AutoMon Controller E ol
state/history] ¥ m 0
controller | resource Ly model resource
logic F, | utilization creation 3 ‘ models \
A A
control © F,: accuracy/
) loop *-+ confidence -
------ » active measurements oroblem state:
------ » flow-based traffic metering M collection & rocessing &
E unification _) i extractic?n ) storage
------ » function state (SNMP, Streaming) C A A A
R e i il i tii i s
monitoring functions (mf) analysis functions (af)
e (data acquisition) Cas Mas (data processing) V2777733
- M '
network systems (ns) O S S— » analysis systems (as) - ———l

key

=M, monitoringh>
-+ Fy feedback: »

----C, config---»
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Use case examples

Traffic peak analysis
* Normal operation: Automatically triggered detailed traffic analysis
* More analysis: Which hoststs, sessions, services
« More monitoring: Additional metrics like packet sizes, TCP flags, TTL, ...

MTU/firewall issues
» Normal operation: Track max/mean packet sizes for all connections roughly

. llS/lclzre analysis: Track down suspicious packet size behavior to location, interface,
ink..

* More monitoring: Additional metrics like min/max packet size, payload capturing for
TCP MTU options, active measurements

Delay Variation on unobserved paths
 Normal Operation: from TCP Timestamps
« 2 following slides
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Example use case - unobserved paths

A

Unobserved paths and no visibilty Monitored Paths - active measurements

-
Ll

(DBS scenario) (DBS scenario)

—

b

CE-Router 1 PE Route_r/\’_\PE Router { }
CE-Router 2

—]

Users

Data center
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Example use case - unobserved paths

Unobserved paths and no visibilty
(DBS scenario)

A
v
A

High queueing
delay?

— 1

-

—
==\ Access network

Monitored Paths - active measurements

(DBS scenario)

E Router [ ]

ssUe? CE-Router 1 PE Route_r/\,_\lz’ ]
CE-Router 2 Q WAN Q

’@Error you High processing

cannot imagine? delay?
(this is why
we measure ;-)

pv/

e
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Example use case - unobserved paths

Unobserved paths and no visibilty

A

(DBS scenario)

v
A

==\ Access network

issue?

Monitored Paths - active measurements

(DBS scenario)
High queueing
delay?
miai 11
CE-Router 1 PE Route_r/\’_\PE Router { }
CE-Router 2 ‘ ' WAN SN

S5

’@Error you

cannot imagine?
(this is why
we measure ;-)

packet sampling

High processin
° ° via NetFlow/IPFIX

delay?

Idea born while discussing skew-based sibbling detection [1]

More details - see [2]

/ U’
ingress

TCP + Flow
timestamp analysis

Data center
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Example use case - unobserved paths

Normal operation: detect large delay variations via passive TCP timestamp analysis

General control tasks
« Adapt sampling rate to get reasonable accuracy

. Adtapt sample size to find enough TCP timestamps even for long IP/TCP headers with several
options

» Determine whether delay variations can be obtained per subnet, host-IP, flow, traffic class

1st Control Action if issue found
« Enable additional measurment points closer to the problem source
« Passive path-based measurements

2nd Control Action if issue found
» T[rigger active measurements to the hosts that experience the issue and hosts of same subnet
» |P-addresses learned from traffic

9 AutoMon Closed-Loop Control in Network Monitoring 17



Conclusion and Outlook

Conclusion
» Softwarization demands for, but also enables more dynamic in network monitoring

» Closed loop control: finding the optimal monitoring system configuration
-2 maximum insight for given resources

» Rough metrics for initial insights are promising (TCP timestamp analysis) in lab tests and
experimental deployments with production traffic

Outlook

 Ultilize the flexibility of AutoMon'’s data collection by adding more dynamic analysis methods
initiated via AP| from the AutoMon controller

» Closing the control loop for allocating more resources on demand? Which criteria regarding
cost and benefit to use?
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Example use case - unobserved paths

Focus: Larger scale delay variations Exemplary RTTs [3]

700 T T T T

« not only packet-to-packet jitter (impacts Voice) ook \ R
l
. i . | — S ]
but: generally worsening network conditions 0 PG |

400 \E Ad g
 impact interactive business applications 5300 A J\ﬁ’ oy

» absolute delay values not required in the first place

2001 700 ' ! — max
100} e00r e
possible actions e |
» bad condition: Trigger further automated investigation Esoo—w-"mf-\ 1 H\‘ B H |[ [’ “ [- 1 ‘ -
« good condition: Application performance issue ? 200 1y HH:H |’ ||\\ U | H ‘\I H H HHH | I" ||‘\ 1
->“Everything is fine in WAN - check DC* 1001 ‘Q\.-m”“fhl"\“ ; \I' A jl H\ H J\ HHH L ‘,‘-“"‘w-x;,w ]
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Timestamp sampling

Approach

T(?P—Sggments .
* enable IP payload sampling on router ST I il 1 i)

» export packet samples i

Via Neﬂ:lOV\/ Host ' ggrr:/]eer

e export two timestamps
per packet sample ipPayloadPacketSection

. Packet Sampling +
« TCP timestamp (tiep) NetFlow Export

° Sampling timestamp (tpsamp) @ flowEndMilliseconds

and t T

tc sam
P P P NetFlow Record

Challenges b

o establish relation between t

 clock / timestamp accuracy (host & router) @ ‘psamp

timestamp analysis

o TCP timestamp availability L tegend

 suitable (per flow) sample size
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Timestamp relation

Assumptions
 clock drift negligible
. ttcp 9.
* clocks do not jump A
- linear relation between
tep and togmp t /
tcp,X d ‘.
ttcp,2_ '
. t —
Linear Algebra P ; L ;
cy=mx*x+b @
| | I |
o ttcp — m * tpsamp + b I I I I >tpsamp
tpsamp,l tpsamp,2 tpsamp,x' tpsamp,x
additional
v observed O expected from learning {Mﬂe*'ay E'Mh
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Estimation of slope m

Slope

how fast advances time in router compared to time in host

Approach
» consider consecutive samples of same TCP flow

» for each pair: estimate slope m:
m — Ltep

Atpsamp
« guess’ most likely slope after n slope estimations

Result
approach seems feasible (at least for lab setup)

80
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Estimation of slope m

Slope
how fast advances time in router compared to time in host

30

infile using {rc':uunded(

Approach
» consider consecutive samples of same TCP flow

» for each pair: estimate slope m:

t
m = tep 15 |
Atpsamp

« gouess" most likely slope after n slope estimations

25 t

20

=

0 F

Result
approach seems feasible (at least for lab setup) i , S
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Estimation of offset b

Offset

(constant?) difference between t,  and t, . timestamp values

tcp pcap
Approach
1. calculate initial offset b with first observed packet sample tep

b = ttcp,obs,l —m* tpsamp,obs,l

2. use initial offset for calculating expected timestamp of
next sample

_ ttcp,obs,2 —b
tpsamp,exp,z — m

3. update bift tpsamp,obs,Q t —-.

. tcp,meas,n
4. repeat calculations for some/all subsequent samples
to determine minimum/maximum offset

>
psamp,exp,2

<&

Open Issue i i > losamp
. ; t t
examine convergence behavior of offset peamp.rgEe. 1 psamp.exp. 1
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Estimation of offset b

Offset

(constant?) difference between t,  and t, . timestamp values

tcp pcap
Approach
1. calculate initial offset b with first observed packet sample bep

b = ttcp,obs,l —m* tpsamp,obs,l

2. use initial offset for calculating expected timestamp of
next sample

_ ttcp,obs,2 —b
tpsamp,exp,z — m

3. updatebift Epsamp.obs.2

4. repeat calculations for some/all subsequent samples
to determine minimum/maximum offset

samp,exp, 2 > t
psamp,exp, tcp,meas,n

Open Issue — | > Tpsamp
H H L mp,m '/n t mp,exp, N
examine convergence behavior of offset Ppampges Peamp exp.

’
’

¢
’
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Estimation of offset b

Offset

(constant?) difference between t,., and t,,, timestamp values
Approach

1. calculate initial offset b with first observed packet sample ttip

b = ttcp,obs,l —m* tpsamp,obs,l
2. use initial offset for calculating expected timestamp of

next sample
_ ttcp,obs,z_b
tpsamp,exp,z - m

3. Update b if tpsamp,epr > tpsamp,obS,Q ttcp,meas,n_"
4. repeat calculations for some/all subsequent samples

to determine minimum/maximum offset

i t

Open Issue o > psamp

. . psamp,meas, n
examine convergence behavior of offset Cosamp.exp. n
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Preliminary Results

Measurement & processing setup

» packet sampling in IsarNet intranet
 LAN + WAN traffic
* no well-known test traffic
* no well-known delay/jitter
—>no lab conditions

 offline processing

LAN-Traffic
« delay variation typically ~ 1-5ms
o at first glance no outliers

> measurement accuracy probably ~5ms s

Delay Variation (ms)

Estimated Delay Variation

@ O— 0 0 0 O 0 00 W00 © ¢
1499465950000 1499466000000 1499466050000

Unix Timestamp (ms)

1499466100000
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Preliminary Results

Measurement & processing setup

» packet sampling in IsarNet intranet
 LAN + WAN traffic
* no well-known test traffic
* no well-known delay/jitter
—>no lab conditions

 offline processing

Delay Variation (ms)

Other first observations

« some long lived flows (here: ~12h) show
saw tooth pattern
—>probably clock drift in host

* might have to consider clock drift, and

20

15

0

other clock effects in future work

Estimated Delay Variation

1499430000000 1499440000000 1499450000000 1499460000000 1499470000000

Unix Timestamp (ms)
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