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Motivations

e Applications are made of multiple micro-services

MONOLITHIC MICROSERVICES

_______________

BUSINESS
LOGIC

DATA ACCESS
LAYER
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Motivations (2)

e Monitoring microservices 1s hard

e Ideally, we should be able to automatically respond

to 1incidents
whatever the "microservices nightmare"
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Diagnostic Agent

e SAIN vs. DXAGENT

( DxTop ) ( DXYEB )

Service Configuration Orchestrator [€———— feedback loop

network service
instance configuration
- (shared memory | (GNMI EXPORTER)
SAIN Orchestrator SaiN Collector{ }  _ _ _ ______ _
______ 4 e.g., “Low Fan Speed”, \
conﬁgurationl, A [ rules.csv :——)( Rules ) I /node/bm/sensors/sensor,
1 ST === I Red, input_fanspeed<100 |
. £ _ Red. input_fanspeed<100 )
L. 11  ______ 1l @ ,e—_—Meeee o e e e e e e m - -
[ metrics.csv /——)( Metrics ) I e.g., “rx_bytes, Net/Rate/Rx”
SAIN Agent health status S—_—==- T S = - == 7
1 1 1metric collection {\ i_n]giut_. csv /\__)( Input ) 'f‘g;’ I_OAiVI’_OV_VAl\_/IP’_/ piOCL nitlifk:
A 4
Monitored Entities \- J
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Diagnostic Agent (2)

e DXToP

CPU | Memory | Processes | Networking | Virtual Machines | VPP | [[F1&d)

vm-count: O kb-count:0
symptoms-count: 2

127.0.0.2 health:
owamp_accessible yes 0)
to _pkts_lost 0] 0]
to_pkts_dup 0] 0]
to_ow _del _min 0.042 -0.04
to_ow_del _med 0.1 -0.1
to_ow _del max 0.327 0.18
to_ow_jitter 0.3 0.3
to_reordering 0.0 0.0
from_pkts lost 0 0]
from_pkts_dup 0 0]
from_ow _del _min 0.0348 -0.07
from_ow_del med 0.2 0.0
from_ow_del max 0.327 0.18
from_ow jitter 0.0 0.0
from_reordering 0.0 0.0
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e=cpub)
h: 90%

Diagnostic Agent (3)

e DXWEB

cpus
health: 91%

cpu[name=cpu7]
health: 90

%

disks
health: 100%

cpu[name—cpu&]

node[name=sam)|
health: 94%

bm
health: 94% kb[name=localhost:50052] kb[name=localhost:50053]

mem net proc sensors
health: 90% health: 79% health: 100% health: 100%

cpu[name=¢, u9 cpu[name— %u] disk[name=loop0] disk[name=loop1] disk[name=loop2] drsk[name—sdbﬂ

health: 100% health: 100% health: 100% health: 100%

net proc

health: 100%

disk[name=sdb
'srféallh 100%2]

®© © © © © © 0 ©
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Evaluation

* Video streaming service
e Intent
connection between the server and R;

outgoing packets go through a different path than
incoming packets

one-way delay does not exceed 50ms

(" Video streaming infrastructure

\_ R J Clients
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Evaluation (2)

e Duplicates and reordering scenario

START END
T ottt @ |6
R1 alualma) R° N R [galualus| RO N
Initial State Y —— w2 Initial State S S5 A Initial State
Duplicates Reordering q
time
30s 30s 30s 30s 30s
- = ayvent reordering
I = duplicate ]
| [ I |
@ e @ G
| | | |
| | | |
| | | |
. | | | |
reordering - I I I I
e | I I I
g | | | |
=1 l | | |
= l | | |
) | | I ]
duplicate - : %‘ : :
| | | |
| | | |
| | | |
| | | |
| | | |
| 1 | | | I | ] |
0 20 40 60 80 100 120 140
Time (s)
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Evaluation (3)

e [ 1nk failure scenario

START Lclose OWAMP server ) (eatert server) m m (shutting down Rs | (cestart machine END
ST (Y (2) (T¥(3) (Y (a) (¥ (5) ®) (1Y (7)
Rs
Initial State Initial State Initial State Initial State
>
| 60s I 60s } 60s i 60s I 60s Hosf 60s i 60s =

2 - - ayent ICMP not reachable 6 7
— OWAMP not reachable
I !

ICMP not reachable 4

OWAMP not reachable 1

{

0 50 100 150 200 250 300 350 400
Time (s) —
10.6s

Network Softwarization- Tiibingen - April 2022 - Justin [urman 13



Agenda

Conclusion

Network Softwarization- Tiibingen - April 2022 - Justin [urman

14



Conclusion

e Working prototype

still lots of work to do
v more automation
v automatic respond to 1ssues

v 1ntegrate Cross-Layer Telemetry

»J. Iurman, F. Brockners, B. Donnet. Towards Cross-Layer
lelemetry. In Proc. ACM/IRTF Applied Networking Research
Workshop (ANRW). July 2021.

e Additional info
https://github.com/Advanced-Observability
justin.iurman(@uliege.be
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