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Transactions are increasingly conducted virtually

 How can we know whether a remote someone/something is trustworthy?
 determine trustworthiness of involved parties
 multitude of trust aspects and/or across borders, jurisdictions

We need help:
Trusted Authorities
Trusted Third Parties that publish Reputation Ratings

Trust in a changing world

People Organizations    Devices/Things

Trustworthy -- legitimate
Untrustworthy -- fraud
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Definitions

Authorities
certify trustworthiness of eID of involved parties
operate Trust Schemes and publish Trust Lists  

 Trust Scheme
comprises the organizational, regulatory/legal, and technical measures to assert trust-relevant 

attributes about enrolled entities in a given domain of trust
is operated by a Trust Scheme Provider

Trust List
 list of all the enrolled entities in a specific data file/format certified by the issuing authority 
 existing and widely accepted standard is ETSI TS 119 612
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What does LIGHTest do?
Infrastructure for Publication and Querying of Trust Schemes

create a global Standard Way for publishing Trust Lists..
 ..on a global Trust Infrastructure

Across domains
Accommodate diverse perceptions of trust

No global agreement needed

Authorities:
 EC and MS for qualified signature and trust services
 Business registers
 Professional registers (health, justice, law-enforcement, ..)
 Corporate internal registers
 …
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What does LIGHTest do?
Infrastructure for Publication and Querying of Trust Schemes

Development of a lightweight, global trust infrastructure for
publication, 
querying, and
cross-jurisdiction translation

using the existing global Domain Name System (DNS)

Enables retrieval & discovery of ID information
Facilitates your own decision making

provide parties of electronic transactions
with automatic validation of trust based

on their individual trust policies

of relevant information 
(e.g. trust scheme, level of assurance)
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LIGHTest Reference Architecture
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LIGHTest Reference Architecture

Trust Scheme Publication Authority (TSPA)
Goal: Provide an Infrastructure for  

 Publication of Trust Schemes Levels
 Discovery and Verification of
Trust Scheme Memberships 

Trust Translation Authority (TTA) 
Goal: Provide an Infrastructure for  

 Publication of Trust Schemes Levels Translations
 Discovery of those Translations

Delegation Provider (DP)
Goal: Provide an Infrastructure for

 Publication of Delegations
 Discovery of Delegations

Automatic Trust Verifier (ATV)
Goal: Provide a Tool or Library for

 Gathering of Information from other Components
 Automated Verification of Electronic Transactions

based on Trust Policies

Trust Policy Authoring Tool (TPAT)
Goal: Provide a GUI for

 Trust Policy Editing
 Support for expert- and 

non-expert users
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LIGHTest : Information flow (high level)



© LIGHTest Consortium

10

LIGHTest has received funding from the European 
Union’s Horizon 2020 research and innovation 
programme under G.A. No. 700321

PEPPOL e-Procurement
Demonstrates integration of LIGHTest in an existing product
 Two pilot use cases 
1. Trust establishment on eDelivery Access Points (APs)

 update the PKI seamlessly using LIGHTest on a closed 
trust environment (key exchange of root certificates)

2. Trust establishment between pre-award Service Providers (SPs)
 Using the LIGHTest infrastructure in a healthcare 

procurement scenario
 Delegation verification between end users 

Use Cases: Pilots
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PEPPOL e-Procurement
Use Case 1:
 update the PKI seamlessly
 flexible and no downtime

 LIGHTest is used as a “Trust Scheme 
Migration Tool” 

 migration time is reduced (6 months 
without to 1 month with LIGHTest)  

Use Cases: Pilots
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Correos: Trustworthy communications
Spanish Postal Service, one of largest world-wide
Verified identities of users
Trustworthy communications between different users 

(companies, individuals etc)
Citizens and businesses receive official notifications from 

several administrations
 Two pilot use cases: 

 My Mailbox
 My Notification

Use Cases: Pilots
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Use Cases: Pilots

Correos: Trustworthy 
communications
check eIDAS compliance of the 

signature from the request
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Use Cases: further demonstrations

Predictive
Maintenance

Academic
Use Case
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Use Cases: further demonstrations

Use case „end to end sensors”, scenario “predictive maintenance”
GOAL: Lightweigt Identity and Access Management 

using LIGHTest infrastructure

Key features:
 decentralized access lists (sensor lists)
 centralized access right location (policy for sensor data)
 Good scalability for dynamic and large systems

 build a Raspi-Demonstration 
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Use Cases: further demonstrations

Lightweigth Identity and Access Management 
for a Digital Ecosystem for Agricultural data

Smart Agriculture: 
 variety of different IoT sensors in use
 plus WWW and satellite data

 Example: farmer network
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The LIGHTest Cookbook

A step-by-step guide to 
deploying LIGHTest

(with accompanying 
demo)

https://www.lightest.eu/static/lightest_cookbook/LIGHTest_Cookbook_v1.0.pdf
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The LIGHTest Cookbook

Table of Content
 Benefits using LIGHTest
 An Introduction to LIGHTest in Action: demo example
 Overview of infrastructure
 Installation instruction and examples for end-users and TSPs

 ATV, TSPA, TTA
 Policy Tool and ATV

 TPAT: supports writing trust policies
Use Cases and Examples

 Open Peppol, Correos, mobile ID scheme using FIDO
Beyond LIGHTest
 LIGHTest helps you manage trust and risk in your business 45 pages
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Summary

There is a high need for assistance from authorities to certify trustworthy electronic identities

LIGHTest project
 global trust infrastructure based on DNS is built,
 arbitrary authorities can publish their trust information using existing standards (trust lists) 
 supports automatic trust verification (ATV) on electronic transactions / incoming sensor sensor data

 Multitude of use cases where LIGHTest can support 
 verification of electronic documents (orders, receipts, etc) 
 sensor data validation in IoT and IIoT applications 
 international organizations (digitalization processes)
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