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WHERE IS VOIP USED? Syss
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(Source: https://amayei.nyc3.digitaloceanspaces.com/2018/09/Donald-Trump-Telephone.jpg)
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WHERE IS VOIP USED? Syss

THE PENTEST
EXPERTS.

—> Majority of companies (EU)

-~ 35 million public VolIP trunks throughout Germany

—> 2020 end of life for old trunks (statement German ITSP providers)
= 10T & Industry 4.0

=>» In times of the coronavirus > home office & online conferences
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BASIC VOIP TECHNOLOGY Syss
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Media (RTP)
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How to pentest this?
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CURRENT MARKET SITUATION Syss

THE PENTEST
EXPERTS.

—> Only few tools available
—> Outdated or not working tools

—> Low adaptability
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WIREBUG — A VOIP PENTEST TOOLSET Syss

—> Toolset containing a handful python and shell s

scripts for pentesting a VolP environment

)

Wizard function for easy usage

Getting network access
Discover VoIP networks

Getting Man-in-the-Middle Positions

BN R %

Lateral movement

07.04.2020 SySS GmbH

THE PENTEST
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by Moritz Abrell - SySS GmbH,

boofing SIP Packets

> <invite> <register> <200> <individual> [option]:

127.0.0.1]: damn.vulnerable.sip.local

ble SIP Server
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GETTING NETWORK ACCESS Syss

THE PENTEST
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—> Network separation
—> Auto VLAN assignment via LLDP-MED (802.1AB)

—> Layer 2 based protocol without any authentication

Hello, 1 am a VolP
phone!

Great!
- Set the VLAN-Tag
- I'will give you net access

&«
&«
— RIRIIRIIY
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LLDP-MED (802.1AB)

AN

THE PENTEST

v [Frame 1515: 116 bytes on wire (928 bits), 116 bytes captured (928 bits)

v Ethernet II, Src: UnifySof_00:87:24 (00:1a:e8

~ Link Layer Discovery Protocol

v Chassis Subtype = Network address,
Port Subtype = MAC address, Id: 08:la:e8:00

Time To Live = 120
Capabilities

Telecommunications
Telecommunications
Telecommunications
Telecommunications
Telecommunications
End of LLDFDU

- w w w Ow Ww W W w w

07.04.2020 SySS GmbH

sec

Industry Assocliation
Industry Assocliation
Industry Assoclation
Industry Association
Industry Association

Id: fe8©

Ieee 802.3 - MAC/PHY Configuration/Status

Self-crafted Unify VolP Phone LLDP packet

EXPERTS.
:00:87:24), Dst: LLDP_Multicast (01:80:c2:00:00:0e)
1:21a:e8ff:fev79:8823
:87:24
TR-41 Committee Media Capabilities
TR-41 Committee Network Policy
TR-41 Committee Network Policy
TR-41 Committee - Network Policy
TR-41 Committee Extended Power-wvia-MDI
Seite 12



LLDP-MED (802.1AB)

07.04.2020

]

Frame 1517: 519 bytes on wire (4152 bits), 519 bytes captured (4152 bits)

Ethernet II, Src: Cisco_55:78:ab (68:86:a7:55:78:ab), Dst: LLDP_Multicast (01:80:c2:00:080:0e)
Link Layer Discovery Protocol

Chassis Subtype = MAC address, Id: 68:86:a7:55:78:80

Port Subtype = Interface name, Id: Fa®/43

Time To Live = 120 sec

System Name =

Port Description = FastEthernet®/43
Capabilities
Management Address
Telecommunications Industry Association TR-41 Committee - Media Capabilities
Telecommunications Industry Association TR-41 Committee - Inventory - Hardware Revision
Telecommunications Industry Association TR-41 Committee - Inventory - Software Revision
Telecommunications Industry Association TR-41 Committee - Inventory - Manufacturer Name
Telecommunications Industry Association TR-41 Committee - Inventory - Model Name
Telecommunications Industry Association Committee Network Policy

1111 131, .... .... = TLV Type: Organization Specific (127)

vevs ...0 BEEO 1000 = TLV Length: 8

Organization Unique Code: 00:12:bb (Telecommunications In

Media Subtype: Network Policy (0x02)

Application Type: Voice (1)

L Policy: Defined

e Tagged: Yes

...0 0100 €11 e11. .... .... VLAN Id: 555

s A c s AP L2 Priority: 5

O I s B ¢ DSCP Priority: 46
Telecommunications Industry Assoc

tee - Network Policy
Telecommunications Industry Association TR-41 Committee - Extended Power-wvia-MDI
Telecommunications Industry Association TR-41 Committee - Location Identification
IEEE - Port VLAN ID

Ieee 802.3 - MAC/PHY Configuration/Status

End of LLDPDU

Response from the network switch

SySS GmbH

[truncated]System Description = Cisco I0S Software, C2960 Software (C2960-LANLITEK9-M), Version 12.2(55)SE5,

AN

THE PENTEST
EXPERTS.
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GETTING A MITM POSITION Syss

EXPERTS.

)

«—
&«

802.1Q
802.1X
802.1D

802.1AB
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EAVESDROPPING A VOIP CALL ySS

THE PENTEST
ERS EXPERTS.

| Wireshark - RTP Player
"
% Falscher Zeitstempel
L L . . . .
0,45 0,9 1,35 1,8 2,25 27

|Quelladresse Quellport Zieladresse Zielport SSRC Setup Frame Pakete Zei (s) Sample Rate (Hz) Payloads

110.151.0.46 16394  10.50.1.10 16616 Oxdcc4392c 4294967295 92 0.066 - 2.8 (2.73) 8000 g711A

\Z\ 5] Ausgabegerat: ‘alsa_output.usb-Jabra_Jahra_UC_VOICE_SSOa_MS_000100BEFSlA-OO.analog-stereo v

Jitter Puffer: ‘50 ]:} Zeitsteuerung beim Abspielen: | Jitter Puffer y || Uhrzeit

[®lHilfe 3 SchlieRen

Seite 15
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SRTP-SDES s
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SRTP-DTLS s

THE PENTEST
EXPERTS.
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ZRTP

[TE
— =a —
g
Invite
Invite
200 OK
200 OK <
<€
Media Session
€-——-=== ¢ —————— >
v v

07.04.2020

SySS GmbH

S )TAN

EXPERTS.

)

ZRTP Hello

ZRTP Hello ACK

ZRTP Hello

ZRTP Hello ACK
ZRTP Commit

ZRTP DH1

ZRTP DH2

~
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EXTRACTING THE AES KEY FROM SIP yss

THE PENTEST
EXPERTS.

Frame 13: 1171 bytes on wire (9368 bits), 1171 bytes captured (9368 bits) on interface @
Ethernet II, Src: RealtekU_@@:18:11 (52:54:80:98:168:11), Dst: RealtekU_c9:78:85 (52:54:80:c9:78:85)
Internet Protocol Version 4, Src: 192.168.122.183, Dst: 192.168.122.168
Transmission Control Protocol, Src Port: 5060, Dst Port: 63298, Seq: 1026, Ack: 118@, Len: 1117
¥ Session Initiation Protocol (268)
Status-Line: SIP/2.8 208 OK
Message Header
v Message Body
v Session Description Protocol
Session Description Protocel Version (v): @
Owner/Creator, Session Id (o): - 1324788577 1 IN IP4 192.168.122.183
Session Name (s): SIPPER for PhonerLite
Connection Information (c): IN IP4 192.1685.122.183
Time Description, active time (t): @ @
Media Description, name and address (m): audic 5862 RTP/AVP 8 @ 3 9 18 1@l
Media Attribute (a): rtpmap:8 PCMA/Beae
Media Attribute (a): rtpmap:®@ PCMU/B088
Media Attribute (a): rtpmap:3 GSM/3000
Media Attribute (a): rtpmap:9 G722/50880
Media Attribute (a): rtpmap:18 G729/3088
Media Attribute (a): fmtp:18 annexb=yes
Media Attribute (a): rtpmap:181 telephone-event/sees
Media Attribute (a): fmtp:181 8-16
| Media Attribute (a): crypto:1l AES CM_125_HMAC_SHAL 88 inline:rqA21ZvC5T42wBEvEAC1IHSamGBgkXC3BPTPVWZZ
Media Attribute (a): ssrc:l876816332
Media Attribute (a): sendrecv
[Generated Call-ID: @@2BA3D1-B572-EALL-B941-AOAFCBIFT763@192.165.122.168]
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DECRYPTED RTP DATA @@
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DOWNGRADE ZRTP TO PLAIN RTP Syss

THE PENTEST
EXPERTS.

—> Intercept UDP traffic between the endpoints
—> Drop the ZRTP initial packets

—> Fallback to plain RTP

07.04.2020 SySS GmbH Seite 21



CONCLUSION & RECOMMENDATION Syss

THE PENTEST
EXPERTS.

—> Conclusion:
— SySS developed a toolset for VolP & UC pentesting
— There is a large area of attack
— VoIP !=VolP

— Tons of configuration and implementation flaws

— Recommendation:
— Check the implementation and the security whitepapers of manufacturers
— Spend time to your security concept for VolP & UC

— Penetration tests
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Q&A

Q

PENTEST DIGITAL FORENSICS
State-of-the-Art of IT System Addressing Threats -
Intrusion Gathering Evidence
Contact me:
Moritz Abrell

moritz.abrell@syss.de
+49 (0)7071 — 40 78 56-6135

07.04.2020 SySS GmbH

S yss

EXPERTS.

3 e

RED TEAMING LIVE HACKING TRAINING
Simulating APT - Experiencing Attacks - Practising Safety -
Improving Resistance Raising Awareness Improving Competence

Visit us:

https://www.syss.de
‘https://www.youtube.com/SySS Pentest TV
https://github.com/SySS-Research
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