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« IsarNet, IsarFlow and the VIPNANO project
« IsarFlow Overview and Monitoring Scenario
- AWS Flow Logs

« Design decisions for transcoding to IPFIX

« Summary
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IsarNet Overview

e 1999: 5 founders (former System Engineers at Siemens) ? 1999

network consulting, workshops /@j ‘isar"et\

e 2003: started IsarFlow as software for flow analysis
e 2025: 30 employees

|
e Located in Hallbergmoos (close to Munich Airport) sar et
Software Solutions Gmb
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IsarFlow: Official References
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VIPNANO Project

VIPNANO:

Monitoring of Virtual Private Cloud Networks

for Automated Anomaly Detection

of Enterprise Applications in heterogeneous Networks

Partners _

« IsarNet SWS GmbH, Munich Software Selutions Gmb

+ Julius-Maximilians-Universitat Wiirzburg (JMU) [ UNIVERSITAT
WURZBURG

Chair of Communication Networks

« associated: DB Systel GmbH, Frankfurt

Fu n d | n g Bayerisches Staatsministerium fiir tﬁ

Wirtschaft, Landesentwicklung und Energie Y52
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e Monitored
network(s)

IsarFlow Overview

IsarFlow
Cluster
NetFlow/IPFIX =
SNMP, cbQoS 5

IP-SLA 20

Nokia QoS

Customer/business specific
data (SAP, topology, config)

IsarFlow's strength:

Deep integration with
customer's business processes
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Interactive views
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Monitoring Scenario

Other Cloud
provider

>

Flowlogs ]

Internet

\'_N/\}

- Firewall/
Hub node

Data center

@ (onPrem)

-

capacity management / planning

( . QoS analysis and assurance
A | ' - proactive network optimization
lsarFlow | 2 troubleshooting
single pane of glass cost management
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AWS Flowlogs

Integrating AWS Flowlogs via IPFIX

. . -

Flow Logs IsarFlow

AWS VPC Flow Logs Transcoder

« Two applications available via
AWS Serverless Application Repository

« CloudWatch: FlowLogs-to-IPFIX-CWL
 S3: FlowLogs-to-IPFIX-S3

1

IPFIX
Collector

» Unlocked on request for AWS accounts / organizations
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AWS Flowlogs

IPFIX (IP Flow Information Export) XS M
« standardized by IETF L ETF

« defines data model*, protocol, and architecture for flow information handling
« covers measurement data and related configuration data
« allows for vendor specific extensions (PEN concept)

AWS Flowlogs

« domain specific flow data (vpc, aws-account, ...) aWS

« allows for streaming & batch processing

« handling either via AWS SDK or export to standardized file format (csv, parquet)
« flow information / properties quite similar to IPFIX

- How to map AWS Flowlog Data to IPFIX?

* https://www.iana.org/assignments/ipfix/ipfix.xhtml
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Flowlog Transcoding

Alternative 1: Proprietary Transcoding
« rely on IPFIX PEN concept for defining custom data model
« transfer Flowlog data ,as is"

« modify IPFIX collector (+ Analysis Engine) to handle domain specific data
+ simple (no) translation

- vendor specific software modifications &\) P
——

Flow Logs IsarFlow IPFIX
AWS VPC Flow Logs Transcoder Collector

Alternative 2: map to IETF/IANA Information Elements (IEs)

« translation: domain specific > standardized (if applicable/possible)

- requires translation/transcoding

+ no vendor specific software modifications (single pane of glass)

+ enables 3rd parties to consume IPFIX stream without vendor specific knowledge
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Flowlog Transcoding

Mapping of Flowlogs to IPFIX with default fields

version account-id

interface-id

srcaddr dstaddr

526716944320 eni-04787f938622clec2 89.248.165.109 172.31.43.65 57730 39713 6

srcport dstport protocol packets bytes start

end

action log-status

1654234187 1654234243 ACCEPT OK

version
account-id
log-status*
action*
srcaddr*
dstaddr*
srcport*
dstport*
protocol*
interface-id*
packets*
bytes*

start*

end*
tcp-flags

flow-direction
*mandatory
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-ignored-

-ignored-

- ignore record, if not OK -
egressinterface (generated ID)
sourcelPv4Address / sourcelPv6Address
destinationIPv4Address / destinationIPv6Address
sourceTransportPort
destinationTransportPort
protocolldentifier

ingressinterface (generated ID)
packetDeltaCount

octetDeltaCount

flowStartSeconds

flowEndSeconds

tcpControlbits

flowDirection
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Flowlog Transcoding

Example: interface-id
Flowlogs Representation: String (e.g. ,eni-04787f938622clec2”)
IPFIX Representation: uint32

measurement data

interface-id
"eni-04787f938622c1ec2”

Zz
/ Flowlogs record

Lookup via EC2 API
(if enabled)

stateless & deterministic
transforrnation function

e
ingresslnt% scope: ingressinterface interfaceName interfaceDescription
42 42 "eni-04787f938622c1ec2” "some description”
IPFIX flow record IPFIX options record
measurement data configuration data
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Flowlog Transcoding

Mapping of Flowlogs to IPFIX — extra fields and options handling

IPFIX Options provide configuration data, which is sent periodically and not per-flow

action* egressinterface (generated ID) 10 (14)

interfaceName 82

interfaceDescription 83 .

IPFIX Interface Option

interface-id* ingressinterface (generated ID) 10

interfaceName 82

interfaceDescription 83

. . IPFIX VRF Option

vpc-id |n?ressVRFID (generated ID) 234

vriName 236

vrfDescription 21659:413

© 2025 IsarNet SWS GmbH public - Flow Analysis in Heterogeneous Cloud Scenarios



Summary

 Flowlogs - IPFIX transcoder
. realized as AWS lambda function = cost scales with traffic, well-suited for PoCs and testbeds
. PoC and tests show technical feasability
. available via serverless application repository

« Transcoding design considerations
. standard compliant, non-proprietary IPFIX data stream
. translation of domain specific concepts

- Homogeneous traffic view across cloud and on-prem infrastructure
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