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» New devices require thorough testing and evaluation before deployment
» Do data sheet specs hold?
= Not all important information may be stated on data sheets (e.g., control plane performance)
= Need for traffic load at high rates (=100 Gbit/s)

» Commercial Ethernet test systems are available, but limited in flexibility, and may be very
expensive

» Manual testing is error-prone and time-consuming

# Leverage automation interfaces and central orchestration for automated benchmarking
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TEST BENCH ARCHITECTURE AND COMPONENTS
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» Written in Python

» Orchestrates the different modules for automated experiment runs
= Automated test traffic generation with configurable traffic generators (e.g., P4TG, iperf3)
= Automated storage of results with configurable storage backend (e.g., MongoDB)
= Automated device configuration / metric monitoring with DuT Controller (vendor-specific)

actions": {

» Declarative experiment configuration default”: {
duration": 30

./main.py -f \ )
-n "cx10k_benchmark_packet_filtering" \
5%\

random_subnet "0.0.0.255" \

random_subnet "0.0.1.255" \

deny_rules "10" \

deny_rules "1000" \

deny_rules "24568" \

intended load "1" \

intended _load "10" \

intended_load "20" \

intended_load "30

create-rules": {
Eype it PSMETns ta:INE ] Eex SRl es
psm_rest": :
psm_user":

test name

number of runs

traffic generation config
traffic generation config
DuT configuration

DuT configuration

DuT configuration

traffic generation config
traffic generation config
traffic generation config
traffic generation config

# o3 H

psm_pass":

psm_vrf": "tue-vrf",
psm_network": "tue-network",
psm_policy_name": "tue-policy",
deny_rules": "${deny_rules#int}",
allow_subnet": "10.10.0.0/16",
seed": 120

=T
=\
=V
=
=N
=\
=V,
=\
=\
=\
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» Written in Python

» Orchestrates the different modules for automated experiment runs
= Automated test traffic generation with configurable traffic generators (e.g., P4TG, iperf3)
= Automated storage of results with configurable storage backend (e.g., MongoDB)
= Automated device configuration / metric monitoring with DuT Controller (vendor-specific)

actions": {

» Declarative experiment configuration default": {
duration": 30

./main.py -f \ )

-n "cx10k_benchmark_packet_filtering" \
5%\

random_subnet "0.0.0.255" \

mawlRal "0.0.1.255" \
deny_rules "10" \

deny_rules "1000" \

deny_rules "24562" \

\

_ _ create-rules”: {

test name Eype it PSMETns ta:INE ] Eex SRl es
number of runs psm_rest" : :
traffic generation config psm_user

traffic generation config psm_pass":

DuT configuration psm_vrf": "tue-vrf",

DuT configuration psm_network": "tue-network",
~_w_policy_name": "tue-poiric;".
deny_rules": "${deny_rules#int}',
~21ow subnet": "10.10.0.0/17",
seed": 120

H O H H H

Tand-~-

DUT contiyguiacic,

traffic generation config
traffic generation config
traffic generation config
traffic generation config

INtciuew_suad 1
intended_load "10
intended_load "2
intended_load "30

=T
=L
=V,
=\
=N
A
=V,
=\
=\
=\E
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Test Bench Architecture and Components
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»P4TG

= Runs on Edgecore Wedge 100-32X

= Controlled via REST API of P4TG Controller

= Offers traffic generation at high data rates
(up to 100 Gbit/s per port; up to 400 Gbit/s per port for Tofino 2)

» Low-cost hardware TG

= Customizable for individual needs

= Open source: https://github.com/uni-tue-kn/P4TG 0

» Iperf3
= Runs on separate server / VM
= Controlled via SSH
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Test Bench Architecture and Components

Test controller

&R Test traffic generation 8 Storage backend ﬂ% DuT controller

[ ) Iy [

REST & . ..8SH . : REST / SSH
¥ ________._ &
| : , PoToTTTTTTTTmTmTTEETT I
" Hardware traffic ) Software traffic Device under test

generator P4ATG generator iperf3 ‘[ ‘ ‘

I =

up to N x 100 Gbit/s
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Storage Backend

» Definition of abstract interface class “StorageAdapter”
= Defines abstract methods like “read”, “write”, etc.

» Interface class is implemented for specific database backend, e.g. “MongoDBStorageAdapter®
* Implements abstract methods

» Desired storage backend can then be configured in test controller

4 B | storage_config.json

{

"type": "mongodb",

uri": "mongodb://
"db": "psm_firewall

Benjamin Steinert: Automated Test Bench for High-Performance Network Equipment 11



EBERHARD KARLS

UNIVERSITAT
TUBINGEN

Test Bench Architecture and Components

Test controller

&R Test traffic generation 8 Storage backend ﬂ% DuT controller

& -

N -1 B : REST / SSH
____________________ &
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» Implements vendor-specific automation interfaces of the DuT, e.g., REST API
= |nitiates connection with automation interface incl. authentication
= Implements desired configuration tasks, e.g., “PSM_Install_Filter_Rules"

» Possible to add new vendor-specific modules
* Implemented for MikroTik RouterOS, Aruba AOS-CX, AMD/Pensando PSM

actions": {

default": {
duration": 30

i

create-rules": {
typel = PSMETInstallSEll EeriRIILe s
psm_rest":
psm_user":
psm_pass":
psm_vxf": "tue-vxf",
psm_network": "tue-network",
psm_policy_name": "tue-policy",

deny_rules": "${deny_rules#int}",
allow_subnet": "10.10.0.0/16",
seed": 120
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» Implements vendor-specific automation interfaces of the DuT, e.g., REST API

» Possible to add new vendor-specific modules
* [Implemented for MikroTik RouterOS, Aruba AOS-CX, AM@’Pensando PSM

actions": {

default": {
duration": 30

i

create-rule<": ¢
vy I PSMETnstallSEl | e iRILes s
psm_rest .
psm_user":
psm_pass":
psm_vxf": "tue-vxf",
psm_network": "tue-network",

psm_policy_name": "tue-policy",

deny_rules": "${deny_rules#int}",
allow_subnet": "10.10.0.0/16",
seed": 120
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LA Workflow
1. Manually set test parameters in test controller & start test
2. Automated configuration of the DuT
3. Automated configuration of the traffic generator(s)
4. Automated experiment runs, gather data of interest
5. Store gathered data in database (G} Test controller
&R Test traffic generation BStorage backend ﬂ'é} DuT controller
................................ ?;REST/SSH
Hardware traffic Software traffic o -D-év-it-::a -u-n-d-e-r-t;e;t- T
generatcir| PATG generator iperf3 I| ”
1L

up to N x 100 Gbit/s
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Evaluated Device — Aruba CX 10000

» Port density: 48x SFP28 25 Gbit/s + 6x QSFP 100 Gbit/s
aruba +

» Two different built-in ASICs
= AMD/Pensando P4 DSM ASIC for 100G L4 packet filtering
= Broadcom Trident-3 for switching & routing

» Two different software for configuration of ASICs
= AOS-CX software for control of Broadcom chip
»= Pensando Stateful Manager (PSM) software for control of
AMD/Pensando chip
= Different automation interfaces are exposed Trident-3 ASIC

48 x SFP28 /6 x 100G

Aruba CX 10000 i
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Data Plane Performance — IMIX

» Methodology
= P4TG is used for test traffic generation of IMIX traffic
= IMIX: 12% 64 B packets, 54% 512 B packets, 34% 1518 B packets

= |nstall different numbers of filter rules (0, 10, 100, 1000, 10000, 24568)

» Result: 100 Gbit/s without drops possible, independent of number of installed filter rules
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Data Plane Performance — CBR

» Methodology
= P4TG is used for test traffic generation of CBR traffic
» CBR traffic of one packet size (64 B, 128 B, 256 B, 512 B, 1024 B, 1280 B, 1518 B)

= |nstall different numbers of filter rules (0, 10, 100, 1000, 10000, 24568)

» Result
= Up to ~40 Mpps for small packets <= 256 B

= Up to ~100 Gbit/s for larger packets >= 512 B
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» Automated installation of filter rules via DuT controller / PSM REST API

‘ How long is the installation time for those rules to be active the data plane?

3_

0

=2

0

81- .
0l zzzzn 5 d /7772

10 100 1000 10000 24568
# Filter rules
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Control Plane Performance — AOS-CX REST API
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Number of experiment
w
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'
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=
o
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I Aoply all ACL entries
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Benjamin Steinert: Automated Test Bench for High-Performance Network Equipment 22



EBERHARD KARLS

UNIVERSITAT
TUBINGEN

Conclusion

» Automated test bench provides an automated, flexible, reproducible framework for
benchmarking high-performance network devices

= Fully automated test traffic generation with P4TG and iperf3

= Fully automated DuT configuration & metric gathering with DuT controller

= Modular and extensible architecture — new device modules, traffic generators, or storage
backends may be added

= Declarative definition of test parameters

» Case study demonstrates the feasibility of the approach

= Exemplary hardware evaluation of high-performance L4 packet filtering feature
= P4-programmable ASICs built into COTS devices show promising results
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.Tules. ({
"proto-ports
{

"protocol": "any

1,

action”: "deny”,

"from-ip-addresses":
(sip)

1,

to-ip-addr
(dip)

.session. (
k| .psm_rest}/configs/security/vl/networksecuritypolicies/{
json=rules,
headers= .default_headers,

.psm_policy_name}",
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» Redundant setup
= 2x Aruba CX 10k
= 3-Node PSM Cluster

» Automated installation of filter rules via DuT
controller / PSM REST API

How long is the installation time for those
rules to be active on both devices?

Control Plane Performance - PSM

Test Controller

REST API

Pensando Stateful Manager (PSM) Cluster

l

l

Aruba CX 10k No.1

Aruba CX 10k No.2
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