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Security Lab Welcome Page

I-ES S LI N G E N ‘ Your Achievements: 4 : = lwuesten @
UNIVERSITY

For people and technology.

Welcome to the IT-Security Lab

Participate in Lecture Review Achievements Create Course Manage Courses

M Courses

CH VirtualMachines Manage VM Templates Debug VMs on Proxmox Contact Support

® Achievements m Proxmox £3 Support

&% Admin View

B User Admin Terms of Service

¥ System Admin Deutsch: Diese Infrastruktur darf nur fiir Studienzwecke genutzt werden. Die Verwendung flr private Zwecke oder die Speicherung privater Daten ist nicht erlaubt. Die Administratoren der Plattform kdnnen jederzeit
in die auf den Systemen gespeicherten Daten Einsicht nehmen. Verbindungen ins Internet sind nur zur Bearbeitung von Lehr- und Forschungsaufgabenstellungen erlaubt. Es werden alle Verbindungen zur Analyse von
Fehlverhalten und zur Dokumentation etwaiger Straftaten protokolliert.

@ FAQ English: This infrastructure may only be used for study purposes. The use for private purposes or the storage of private data is not permitted. The administrators of the platform may inspect the data stored on the
systems at any time. Connections to the Internet are permitted only for the purpose of processing teaching and research assignments. All connections are logged for the purpose of analyzing misconduct and

l Sign out J documenting any criminal offenses.
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Students Managing their Courses
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Your Courses

Course Lecturer Group Team

Project Honeypot Primary lecturer: Lukas Bechtel Honeypot Honeypot Rename team ’ Leave Team J
Lecturers: Markus Schramm, Tobias Heer, Nils Lohmiller » Members Enter

Network Testbed Primary lecturer: Markus Schramm admin admin { Rename team ” Leave Team ]
Lecturers: Lukas Bechtel, Nils Lohmiller » Members Enter

IPID Testbed Primary lecturer: Sabrina Kaniewski admin Festive Tharp Rename team ‘ Leave Team }
Lecturers: Lukas Bechtel » Members Enter

Netsec Data Analysis Primary lecturer: Tobias Heer Main Epic Keldysh Rename team ‘ Leave Team }
Lecturers: Lukas Bechtel, Markus Schramm, Lukas Popperl, Nils Lohmiller, Sabrina Kaniewski, Samuel Miiller » Members Enter :

Network Simulations  Primary lecturer: Samuel Miiller Main Compassionate Wiles [ Rename team H Leave Team J
Lecturers: Lukas Bechtel » Members :

Enter

Netboot Primary lecturer: Lukas Popperl Netboot  Practical Germain [ Rename team H Leave Team J

Lecturers: Lukas Bechtel > Members Enter \
Available Courses to Join
Course Lecturer Groups

Primary lecturer: Markus Schramm
Additional Lecturer: Tobias Heer

Project IT Security Summer 2025 ©

AD Security Testbed (Study Project) © Primary lecturer: enbeit02

Additional Lecturer: Markus Schramm

Network Security © Primary lecturer: Lukas Bechtel

Additional Lecturer: Tobias Heer

2]

Topology

2]

StudyProject

2]

Summer Term 2025

2]

4. GIfITG Kuvs
Fachgesprach
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/Students Joining a Course

‘ Your Achievements: (435 & g Iwuesten ®
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For people and technology.

€ Welcome (@ Update SSH Keys ® Participate

Join a Team for Network Security [ 4. GI/ITG KuVS Fachgesprach

& SSH Keys
Team Name Team Info Team Name Team Info
Gracious Hertz 0/2 Cranky Elbakyan 0/2
CH VirtualMachines Members Members

Achievements
¥ &+ Join Team &+ Join Team

Admin View

User Admin

¥ System Admin

@ FAQ

Sign out
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Students Accessing the Course Details

I-ES S LI N G E N ‘ Your Achievements: J - q Iwuesten ®
UNIVERSITY

For people and technology.

IT-Security Lab Course: Network Security
Group: 4. GI/ITG KuVS Fachgesprach

£ Welcome
Topology Access to your VMs
e SSH Keys
Y Your Team Topology You can only access your VMs from the network of the HS Esslingen VPN. The lab topology is always
M Courses secured behind a jump host. This jump host can only be accessed via SSH. We have prepared a tutorial on

SSH in the Wiki. The SSH access is limited to public key authentication only. Therefore, you must upload

R VirtualMachines your public key on the following page before you can start: Your SSH Keys

For Linux, WSL, macOS, and Windows with the OpenSSH client implementation, you can use the

® Achievements following command(s) to connect to the VM listed in the beginning of the line:

. o
2= Admin View ‘ jump-host-2 ssh lwuesten@134.108.218.43 ]

If you use PUTTY for SSH, you can enter one of the following strings in the Host Name field for each of the
VMs listed in the beginning of the line:

User Admin

B
¥k System Admin

. o
‘ jump-host-2 lwuesten@l34.108.218.43 ]

FAQ
o Additionally in PuTTY, you must navigate on the left hand side to Connection/SSH/Auth and add your

I private SSH key in the ppk format.
Sign out

Course Details ~

Course Description
Description

AIM Network Security

You are enrolled to Group '4. GI/ITG KuVS Fachgesprach' and Team 'Gracious Hertz'.

IP Addresses:

‘ netsec-challenges-1 192.168.200.8 [z] ‘
{ netsec-challenges-2_192.168.200.9 [3]

'ESSLINGEN
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Solvmg the Traffic Interception Challenge

7:45 C ) 3 lwuesten(134.108.218.43 —
The authenticity oT noST "1YZ.105.400.35 (<N0 NOStTlp TOr proxy command>)' can't be established. [L do tcpdump
ED25519 key fingerprint is SHA256:g@iD1JWNKc@OwCYfTogNkmScUCar2yy5XWotvabZfxpI. [sudo] password for kali:
This key is not known by any other names. tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes listening on eth@, link-type EN1@MB (Ethernet), snapshot length 262144 bytes
Warning: Permanently added '192.168.200.38' (ED25519) to the list of known hosts. 0x0280: 4ab7 5057 494b 7l4e 4136 4ate JgPWIKgN1bA611JIN
kali@192.168.200.38's password: 0x0220: 2020 5057 3d4d 7956 7953 7572 ..PwW=MyVerySecur
Linux kali-2024 6.10.11-amdé4 #1 SMP PREEMPT_DYNAMIC Kali 6.10.11-1kalil (2024-09-26) x86_64 0x01a0@: 6b66 544c 4Leb7 416 Qa4c 4b2b  kfTLNgAoPW.Ld+K+
0x02c0@: 655 5%94e 4b66 6a34 5768 6a6f OUYNKFj45PWhwBjo
The programs included with the Kali GNU/Linux system are free software; 0x0030: 3664 4d79 4457 5057 6864 6132 6dMyDWPWIrhdwva2
the exact distribution terms for each program are described in the 0x0280: 4755 376f 4d32 GUDL70M2z50aiu
individual files in /usr/share/doc/*/copyright. 0x0040: 365a 2f43 4f55 62d9/C0UDgPWCKi0
0x01le@: 5057 302f 6a44 PK@/jDipdv1396
Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent 0x01e@: 5057 302f 6a44 PK@/jDipdv1196
permitted by applicable law. 0x02c0: 632 634b 596F 02RkcKYoPWkTidt7
Last login: Thu Apr 3 22:24:29 2025 from 192.168.200.1 0x02c0: 6132 634b 596f 02RkcKYoPWkTidt7
(‘*( =1L 0x0040: 536e 6438 4e38 SnX8d8N8mPWTPsnr
= | 0x0320: 666d 5850 524a fmuQXPRIPWe5aMj3
0x0300: 2f4e 6933 6¢c6e /NvUi311haVGPWkd
0x0220: 2020 3d4d 7956 . .PW=MyVerySecur

[ N J £ demo.pcap

ADAdE® mE BE QJe2EFIE E QAaQaQ Bl

)—[~]
0 arpspoof -t 192.168.200.8 192.168.200.9
[sudo] password for kali:

52:64:e9:4b:41:8 0806 42: arp .168. .9 is— 3e:c4:ad:
52:64:e9:4b:41:8 0806 : arp .168. .9 is-at 3e:c4:ad: No. _ ’ ISoume” s \Deammmnuu _ \ﬁ?pcm Hﬂqﬁ:lm@ i __‘
52:64:€9:4b:41:8 0806 42: arp -168.200.9 is-at 3e:c4:ad:8a:65: 20.281604  192.168.200.8 192.168.200.9 UDP 966 58025 - 22222 Len=924
9:4b:41:8 0806 arp -168.200.9 is- ch: 637 25.287993  192.168.200.8 192.168.200.9 ubP 966 38291 - 55555 Len=924
52:64:e9:4b:41:8 0806 42: arp -168.2600. -at 3e:c4:ad: 639 25.292606 192.168.200.8 192.168.200.9 uop 966 40903 - 55555 Len=924
52:64:e9:4b:41:8 0806 42: arp .168. .9 is-at 3e:c4:ad:8a:65: 641 25.297219 192.168.200.8 192.168.200.9 UDP 966 48988 - 55555 Len=924
0806 arp .168. .9 is-at 3e:c4:a 643 25.301931 192.168.200.8 192.168.200.9 UDP 966 55298 - 55555 Len=924
:e9:4b:41:8 0806 : arp .168. .9 is- 3e:c4:ad: 645 25.306134 192.168.200.8 192.168.200.9 uppP 966 49248 - 55555 Len=924
52:64:e9:4b:41:8 0806 42: arp .168.200.9 is-at 3e:c4:ad:8a:65:75 647 25.310051 192.168.200.8 192.168.200.9 UDP 966 59204 - 55555 Len=924
:e9:4b:41:8 0806 42: arp .168.200.9 is- ich4:ad: 649 25.313971 192.168.200.8 192.168.200.9 UDP 966 48921 - 55555 Len=924
9:4b:41:8 0806 arp .168.200.9 is— 1ch: 651 25.317394 192.168.200.8 192.168.200.9 UDP 966 46221 - 55555 Len=924
52:64:e9:4b:41:8 0806 42: arp .168.200.9 is— :c4:ad:8a:65: 653 25.320332 192.168.200.8 192.168.200.9 UDP 966 50748 - 55555 Len=924
0806 42: arp .168.200.9 is— schsad: 655 25.323279 192.168.200.8 192.168.200.9 UDP 966 52854 - 55555 Len=924
0806 arp .168.200.9 is— GAa 657 25.326145 192.168.200.8 192.168.200.9 UDP 966 55386 - 55555 Len=924
0806 42: arp .168.200.9 is— e 659 25.329065 192.168.200.8 192.168.200.9 UDP 966 60091 - 55555 Len=924
0806 - 168.200.9 is— Y 661 25.331355 192.168.200.8 192.168.200.9 UDP 966 45064 - 55555 Len=924
0806 S ‘168, 663 25.334161 192.168.200.8 192.168.200.9 UDP 966 50380 - 55555 Len=924
0806 s R A, 665 25.336873 192.168.200.8 192.168.200.9 UDP 966 56283 - 33333 Len=924
669 25.336882 192.168.200.8 192.168.200.9 UDP 966 34791 - 33333 Len=924
08066 Chey LTS8 671 25.339590 192.168.200.8 192.168.200.9 UDP 966 58353 - 44444 Len=924

0806 : arp 192.168.

Frame 667: 1370 bytes on wire (109¢ 01e@ KC4C2LAR CfjJPRgK
Ethernet II, Src: 52:64:9:4b:41:0f 01f0 tzbrzfT- 8CAWKOUN
> Internet Protocol Version 4, Src: g%gg EEYJPEZFV [E‘;E’jsbz
User Datagram Protocol, Src Port: ! gp59p p V erySecur

y
Data (1328 bytes) 0230 el23Pass word!!
= 0240 RTCTEUCITCY
ES S LI N G E N 0250 BB40oDZJ- rLKGyfHs
0260 F1++TfSA sKK2LdUH
U N | V E R S | T Y 0270 C22pB1P+ 2UxPnzvX
0280 a+myUs4N IrpZoWYw

0290 1Y6LKv90 qSK5ZETK
Q Y AE EE DA € 1 c ch NAn a
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Gamification of the Exercises with a Leaderboard

Profile / Leaderboard

# Team

1 Hungry
Hopper

2 Magical
Carver

3 Friendly
Cannon

a R?mamic
Kilby
Cranky

5 Benz

6  Zen Mendel

7 Vibrant
Chatelet

8 Interesting
Leavitt
Busy

9
Chaum

'ESSLINGEN
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Score

310

310

200

130

Exercise
1Task 1

[
20/10
19. March
2025,
19:29

10/10
19. March
2025,
20:51

10/10
19. March
2025,
20:38

10/10
19. March
2025,
20:58

o
10/10
19. March
2025,
19:40

[
10/10
19. March

Exercise
1Task 2

]
20/10
19. March
2025,
19:35

10/10
19. March
2025,
20:51

(1]
10/10
19. March
2025,
20:40

[
10/10
19. March
2025,
20:57

o
10/10
19. March
2025,
19:42

o
10/10
19. March

10/10
26. March
2025,
20:17

10/10
26. March
2025,
20:47

Exercise
1Task 3

]
20/10
19. March
2025,
19:34

10/10
19. March
2025,
20:52

10/10
19. March
2025,
20:48

10/10
20. March
2025,
19:57

(]
10/10
19. March
2025,
19:48

o
10/10
19. March

10/10
26. March
2025,
20:19

10/10
26. March
2025,
20:03

Exercise
1Task 4

]
20/10
19. March
2025,
19:35

10/10
19. March
2025,
20:52

10/10
19. March
2025,
20:45

10/10
20. March
2025,
19:46

°
10/10
19. March
2025,
19:44

10/10
26. March
2025,
20:20

o
10/10
02. April
2025,
19:05

10/10
26. March
2025,
19:51

Exercise
1Task &

10/10
19. March
2025,
20:49

o
10/10
20. March
2025,
20:24

°
10/10
19. March
2025,
19:45

10/10
26. March
2025,
20:21

0/10

o
10/10
26. March
2025,
20:49

Exercise
1Task 6

o
10/10
19. March
2025,
19:53

10/10
19. March
2025,
20:54

o
10/10
19. March
2025,
20:53

o
10/10
26. March
2025,
20:17

¢
20/10
19. March
2025,
19:47

0/10

(]
10/10
26. March
2025,
21:06

0/10

o
10/10
26. March
2025,
20:10

Exercise
1Task 7

10/10
19. March
2025,
19:35

10/10
26. March
2025,
19:55

Exercise
2Task1

(0]
0/10

0/10

0/10

0/10

0/10

0/10

0/10

0/10

0/10

Exercise
2 Task 2

O
0/10

0/10

0/10

0/10

0/10

0/10

0/10

0/10

0/10

Exercise
3 Task1

O
0/10

10/10
02. April
2025,
20:30

[
20/10
26. March
2025,
20119

o
10/10
27. March
2025,
20:21

o
10/10
02. April
2025,
19:22

o
10/10
30. March
2025,
23:55

10/10
03. April
2025,
22:35

0/10

0/10

Exercise
3Task 2

(¢]
0/10

10/10
02. April
2025,
20:30

)
20/10
26. March
2025,
20:20

10/10
02. April
2025,
19:23

0/10

10/10
03. April
2025,
22:37

0/10

0/10

Exercise
3Task 3

O
0/10

10/10
02. April
2025,
2115

20/10
26. March
2025,
20:19

10/10
02. April
2025,
20:04

o
10/10
02. April
2025,
19:33

0/10

0/10

0/10

o/10

Exercise
3Task4

0/10

10/10
02. April
2025,
21:26

[
20/10
26. March
2025,
20:28

0/10

o

10/10

02. April

2025,
19:55

0/10

0/10

0/10

0/10

Exercise
4 Task1

0/10

Exercise
4 Task 2

[
20/10
26. March
2025,
20:52

10/10
26. March
2025,
21110

0/10

0/10

10/10
03. April
2025,
22:08

0/10

0/10

Exercise
4 Task 3

L]
20/10
26. March
2025,
20:22

10/10
26. March
2025,
20:32

©
10/10
26. March
2025,
20:50

0/10

0/10

0/10

0/10

Exercise
4 Task 4

[
20/10
26. March
2025,
20:05

()
10/10
26. March
2025,
20:20

o
10/10
26. March
2025,
20:35

0/10

0/10

4
10/10
26. March
2025,
21:08

o
10/10
02. April
2025,
20:53

]
0/10

0/10

Exercise
4 Task 5

10/10
26. March
2025,
20:29

0/10

0/10

0/10

10/10
26. March
2025,
21118

Exercise
4 Task 6

10/10
26. March
2025,
19:49

o
10/10
26. March
2025,
20:00

o
10/10
27. March
2025,
21:48

0/10

o
10/10
26. March

Exercise
4 Task7

10/10
26. March
2025,
20:00

0/10

o
10/10
26. March

10/10
26. March

Exercise
5 Task 1

o
10/10
02. April
2025,
19:16

o
10/10
02. April
2025,
19:19

o
10/10
02. April
2025,
19:24

20/10
02. April
2025,
19:06

o
10/10
02. April
2025,

19:57

°
10/10
02. April
2025,
19:39

0/10

10/10
02. April
2025,
19:37

0/10

Exercise
5 Task 2

[
20/10
02. April
2025,
19:19

10/10
02. April
2025,
19:23

(]
10/10
02. April
2025,
19:33

o
10/10
02. April
2025,
20:16

©
10/10
02. April
2025,
19:59

©
10/10
02. April
2025,
20:06

0/10

10/10
02. April
2025,
19:40

0/10

Exercise
5 Task 3

[
20/10
02. April
2025,
19:27

10/10
02. April
2025,
19:31

o
10/10
02. April
2025,
19:34

o
10/10
02. April
2025,
20:16

o
10/10
02. April
2025,
20:01

0/10

10/10
02. April
2025,
20112

0/10

Exercise
5 Task 4

10/10
02. April
2025,
19:41

o
10/10
02. April
2025,
19:56

o
10/10
02. April
2025,
20:25

o
10/10
02. April
2025,
20:04

0/10

0/10

Exercise
5Task 5

[
20/10
02. April
2025,
19:35

10/10
02. April
2025,
19:45

©
10/10
02. April
2025,
19:57

o
10/10
02. April
2025,
20:31

o
10/10
02. April
2025,
20:06

0/10

10/10
02. April
2025,
20:54

0/10

Subscribe to Push Messagin:

Exercise
5 Task 6

10/10
02. April
2025,
19:45

o
10/10
02. April
2025,
19:58

o
10/10
02. April
2025,
20:31

o
10/10
02. April
2025,
20:09

0/10

0/10

0/10

Exercise
5 Task 7

o
10/10
02. April
2025,
20:00

20/10
02. April
2025,
19:59

o
10/10
02. April
2025,
20:25

(]
10/10
02. April
2025,
20:54

(]
10/10
02. April
2025,

20112

0/10

0/10

0/10

0/10

Exercise
5Task 8

[
20/10
02. April
2025,
20:04

10/10
02. April
2025,
20114

°
10/10
02. April
2025,
20:26

°
10/10
02. April
2025,
20:57

°
10/10
02. April
2025,
20114

0/10

0/10

0/10

0/10

wuesten ()

Exercise
5 Task 9

[
20/10
02. April

2025,
20:06

o
10/10
02. April
2025,
2014

°
10/10
02. April
2025,
20:34

°
10/10
02. April
2025,
21:04

©
10/10
02. April
2025,
20:15

0/10

0/10

0/10

0/10
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eachers Managing the Network of a Team

v F1.301-04

Topology F1.301-06
Your Team Topology F1.301-10
F1.301-12 3nges-1 192.168.200.8
F1.301-14
F1.301-20
F1.301-22 2nges-2 192.168.200.9
F1.301-24

F1.301-26
F1301-28 :nges-3 192.168.200.10

<0

<0

<0

F1.301-32
F1.301-36
F1.301-38
F1.301-40 |, 165.200.38
F1.301-42
F1.301-44
F1.301-46
F1.301-48

F1.301-50
VM Credentials: F1.301-52 2ction:

<0

134.108.218.42

©

F1.301-54 >rt and your network name below before connecting the Port.
kali-2024: F1.301-56

m{ vmbr91705 v|| Connect Port

User: kali

(<o (<o

Password: kali

Migrate Team:

Currently running on Name: it1x2001 (IP: 134.108.191.50).
Select new Proxmoxnode:

{ Name: itIx2002 (IP: 134.108.191.51) V} Migrate ‘

'ESSLINGEN
UNIVERSITY



eaching Room Virtualization

Virtualized Infrastructure Teaching Room or University VPN
!-Course A ! Personal Personal
! ] | Laptop A Laptop B
i i — _ —
VM2 , i WireGuard VPN
| Virtual | | — or SSH —
i Bridge A | E — —_—

'—-VM3 -

: Team #1 - : WireGuard SSH
@ 1 : VPN

e T T T YT C T T T O T T T T T T O T T T 1 A B, P
i Course B :
I |
| . . |
I Virtual JE 2 Virtual !
i Bridge B — — ‘Bridge D VM7 |
I |
I |
| Ivms Virtual | | VM8 Virtual | ‘ i
i Bridge C| Bridge E | I
= = =] |
| Team #2 Team #3 !
ety SN ey

"ESSLINGEN

UNIVERSITY
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eaching Infrastructure Architecture

IT Security Teaching Room

‘(ﬁﬁ

WLAN Dongle

Logic Analyzer

A

Physical Connectivity

3w

Vulnerable
Equipment

Personal University VPN

Laptop A

[ ] L floxible || I:Ifaerig”aé
Location — ptop

Remote Connectivity

Proxmox Server 1

(Section I11-C) (Section 1lI-B)

serverRoom _______________Virtualized Infrastructure (Section lll-B)
: E- ________ C_ SJr_s_e_C_)Ff_eB_si_v_e_géa:r_it_y__“““i i- Course Web Security -i :
i E Team #1 |« : E Team #1 i Management E

I 1 I
: i Team #2 ‘— Attack & Defense |1 ! Team #2 o software |
: | ¢ (Section IlI-D) ¥ ! :
1| Team#n [—— ¥ Team #m : !

=11 1

Proxmox Server 2

'ESSLINGEN
UNIVERSITY
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" Hardware Integration

Virtualized Infrastructure

WLAN Dongle Logic Analyzer IT Security Vulnerable Personal
((( ’)) ,\ Teaching Equipment Laptop A
: Room E D
o T
Q QO
O O
- Patch Patch Patch
: : : o
il i B S Port #1 || Port #2 Port #n
=
:| i —
USB/IP VLANSs Patch Port VLANS
. - -
USB/IP Ethernet
JH1 JH 2
Virtual | Virtual |
Bridge A | Bridge B |
Team #1 Team #2

'ESSLINGEN
UNIVERSITY
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Attack & Defense

Virtualized Infrastructure

Internal Network
Team #1

Attack & Defense | virtual |
Connectivity | Bridge E |
]
Virtual . | Virtual . |
e o |——I Firewall A itk Dl——l Firewall B
DMZ Team #1 DMZ Team #3
V|rtual V|rtuaI
Bndge AI Brldge C I

Internal Network
Team #2

IT Security
Teaching Room
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Conclusion and Future Work
Conclusion and Summary Next Steps
* Wrapper for Proxmox virtualization * Open source the project
* Reduces overhead during setup * Development team:
e 1 Full-time employer

* Per Semester: e 4 HiWi students

* 450 VMs  Angular-based frontend

* 80 Students  Goal: towards the end of the year

* Six Lectures * Collaborate between universities

* More resources available per student - Develop a course repository

* Flexible use for various cyber security * Share courses (specifically CTFs)
challenges with and w/o hardware
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