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code=Sp1x10BeZQQYbYS6WXSbIA& code=Sp1x10BeZQQYbYS6WxSbIA&

Client / Relying Party User Agent Authorization Server / OpenlD Provider
- )
https://client.example.com user’'s web browser https://as.example.com
I . . | |
User: I 1. Initiate Login I |
< ' '
y . . | GET /login HTTP/1.1 : :
Initiate login session | Host: client.example. com I I
Remember : 2. Authorization Request : :
= | > 3. Authorization Request I
State=xyz | HTTP/1.1 302 Found ' d >
nonce=XYZ : Location: https://aso.ex;i\mple.com/author‘ize? : GET /authorize? :
| res?onse_ty9e=codef203d_}oken§ . | response_type=code%20id_token&
| redirect_uri=https%3A%2F%2Fclient.example.com%2Fcallback& | ragipect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
I client_id=s6BhdRkqt3& | client_id=s6BhdRkqt3& | 4. User
I stgte=:yi§m0nce=XYE&d_ | state=xyz&nonce=XYZ& AuthN & AuthZ
| code_challenge_method=5256& : code_challenge_method=5256&
: code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGJSs tw-cM | code_challenge=E9Melhoa20wvFrEMTIgUCH.WbuGISS tw-cM HTTP/1.1
\/erﬁy I | Host: as.example.com
| I 5. Authorization Response
state:xyz=xyz - .
. y _ y : 6. Authorization Response :4
nonce : XYZ=XYZ < y HTTP/1.1 302 Found
GET /callback? | Location: https://client.example.com/callback?
state=xyz& : state=xyz&
|

|
|
|
|
|
|
|
|
|
|
|
id_token=ey..XYZ.. HTTP/1.1 id_token=ey..XYZ.. :
Host: client.example.com

|

|

|

|

|

|

|

|

|

|

|

|

|

7. Token Request

>

Host: as.example.com

Finish login session

rant_type=authorization_code&
as User i L e

code=Splx10BeZQQYbYS6WXSbIA&
client_id=s6BhdRkqt3&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&

|
|
|
|
|
|
|
|
: POST /token HTTP/1.1
|
|
|
|
|
|
: code_verifier=dBjftJlez4CVP-mB92K27 uhbUJUlplr_wh1gFWFOEjXk
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Browser Swapping Attack — Step 1 (Attacker)

Client / Relying Party User Agent Authorization Server / OpenlD Provider
https://client.example.com user’s web browser https://as.example.com
Attacker: ' 1. Initiate Login '

|
Initiate login session;ﬂeﬂ /login HTTP/1.1

Host: client.example. com
Remember 2. Authorization Request
state=

nonce=

HTTP/1.1 302 Found

Location: https://as.example.com/authorize?
response_type=code%20id_token&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
client_id=s6BhdRkqt3&
state=xyz&nonce=XYZ&
code_challenge_method=5256&

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM I

Jonas Primbs: Browser Swapping 4



EBERHARD KARLS

S ySs UNIVERSITAT
reevest TTIBINGEN

Browser Swapping Attack — Step 2 (User)

Client / Relying Party User Agent Authorization Server / OpenlD Provider
https://client.example.com user’s web browser https://as.example.com
|

Attacker: | 1. Initiate Login l
Initiate login session |<GET /login HTTP/1.1

|

| Host: client.example.com :

Remember / 2. Authorization Request |/ URL handover
state= >

3. Authorization Request

User:

HTTP/1.1 302 Found

>

Host: client.example.com id_token=ey..XYZ..

HTTP/1.1 400 Bad Request
Content-Type: text/plain

|
|
| I -
nonce= | Location: https://as.example.com/authorize? | GET /authorize? I
| response_type=code%20id_token& | response_type=code%20id_token& |
| redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& | redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& |
| client_id=s6BhdRkqt3& | client_id=s6BhdRkqt3& 4. User
: state=xyz&nonce=XYZ& : state=xyz&nonce=XYZ& :
|  code_challenge_method=5256& |  code_challenge_method=5256& ] AuthN & AuthZ
I code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM I code_challenge=E9Melhoa20wvFrEMTIguCH.WbuGISstw-cM HTTP/1.1 |
Verify | | Host: as.example.com |
User: : | - ' 5. Authorization Response |
state:zyx#xyz | 6. Authorization Response > : -
nonce:ZYX#XYZ\ GET /callback? . : 5 HTTP/1.1 302 Found [
: state=xyz& ghortt__hved (max 10 mm) Location: https://client.example.com/callback? :
- © ne-time use =
CSRF! | code=spix10BezqqvbysehxsbIA& state=xyz& |
| id_token=ey.XYZ.. HTTP/1.1 - Never used! code=Sp1x10BeZQQYbYS6WXSbI A& |
| |
| |
|
|
|
|
|

I
|
|
|
[
|
7. Error :
|
|
|
|

State and nonce verification failed!

Jonas Primbs: Browser Swapping 5
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THE PENTEST
EXPERTS.

v

Client / Relying Party
https://client.example.com
|

Attacker: 1. Initiate Login

User Agent
user’s web browser

|
|<GET /login HTTP/1.1
Host: client.example.com

Initiate login session

Browser Swapping Attack — Step 3 (Attacker)

Authorization Server / OpeniD Provider
https://as.example.com

|
i
URL handover }
|
|
|
|
|

Remember I 2. Authorization Request > / o
state= I HTTP/1.1 362 Found 3. Authorization Request >
nonce= | Location: https://as.example.com/authorize? | GET /authorize?
| response_type=code%20id_token& | response_type=code%20id_token&
| redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& | redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
: client_id=s6BhdRkqt3& : client_id=s6BhdRkqt3& D e
state=xyz&nonce=XYZ& state=xyz&nonce=XYZ& :
: code_challenge_method=52568& : code_challenge method=5256& | AuthN & AuthZ
I code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM I code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISstw-cM HTTP/1.1
Verify | | Host: as.example.com
User: | | o
state:zyx#xyz Iﬂ 6. Authorization Response ¢ o. Authorization Response
nonce: ZYX£XYZ \I GET /callback? - Short-lived (max 10 min) HTTP/1.1 302 Found

state=xyz&

code=Splx10BeZQQYbYS6WxSbI A&

id_token=ey..XYZ.. HTTP/1.1
Host: client.example.com

One-time use
- Never used!

CSRF! |

7. Error

URL handover \:

[l
Attacker: | 8. Authorization Response
I
| GET /callback? !
state=xyz&
. code=Splx10BeZQQYbYS6WxSbI A&
id_token=ey..XYZ.. HTTP/1.1
Verify I {4 tok /
state =Xyz Host: client.example.com
nonce =XYZ

9. Token Request

Location: https://client.example.com/callback?
state=xyz&
code=Splx10BeZQQYbYS6WXSbIA&
id_token=ey..XYZ..

POST /token HTTP/1.1
Host: as.example.com

grant_type=authorization_code&
code=Splx10BeZQQYbYS6WxSbIA& & First time use!
client_id=s6BhdRkqt3&

redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
code_verifier=dBjftJeZ4CVP-mB92K27 uhbUJUlplr_wW1gFWFOEjXk

Finish login session
as User

Jonas Primbs: Browser Swapping
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Client / Relying Party User Agent Authorization Server / OpenlD Provider
https://client.example.com user’s web browser https://as.example.com
o . I
Attacker: < 1. Initiate Login | User: l
| |
| |
|
2. Authorization Request | URL handover :
g 3. Authorization Request |
state=xyz& I |
nonce=XYZ& | state=xyz& |
code_challenge_method=5256& | nonce=xvz& |
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM I code_challenge_method=5S256& I
: code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM D 4. User
: I AuthN & AuthZ
|
User: l N
' x < 6. Failed Authorization Response P 5. Authorization Response
state=xyz& Gatesxyz&

code=Splx10BeZQQYbYS6WxSbIA& = Never used!

s
code=Sp1x10BeZQQYbYS6WXSbIA&
id_token=ey..XYZ.. -

d_token=ey..XYZ...

Leaked Secrets \

1
|
|
|
|
|
|
|
Attacker: [

8. Authorization Response

<
state=xyz& !
code=Sp1lx10BeZQQYbYS6WXSbIA&
id_token=ey..XYZ..

7. Token Request

code=Sp1x10BezQQYbyseWxsbiA& € First time use!
code_verifier=dBjftJeZ4CVP-mB92K27 uhbUJUlpir_wiWlgFWFOEjXK

Finish login session

|
I
I
I
I
I
|
I
|
I
I
I
I
I
I
I
|
I
I
|
I
|
I
I
|
I
I
|
I
I
I
I
|
I
I
I
I
|
I
I
|
I
I
I
I
I
as User I
I
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Client / Relying Party User Agent Authorization Server / OpenlD Provider
https://client.example.com user's web browser https://as.example.com
Attacker: :< 1. Initiate Login R :
I I
2. Authorization Request : URL handover :
2 3. Authorization Request
state=xyz& >I
nonce=XYZ& I state=xyz& I
code_challenge_method=5256& | nonce=xvyz& I
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGlSstw-cM | code_challenge method=52568& |
| code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISstw-cM 4. User
: D AuthN & AuthZ
I
User: : S I 5. Authorization Response
x < 6. Failed Authorization Response ¢ : P
ST state=xyz&

code=Splx10BeZQQYbYS6WXxSbIA&

code=Splx10BeZQQYbYS6WxSbIAZ = Never used! id_tokenzey_XYZ.

id_token=ey..XYZ..
Leaked Secrets

Attacker: 8. Authorization Response

<

state=xyz&
code=Splx10BeZQQYbYSE6WXxSbIA&
id_token=ey.XYZ..

7. Token Request

code=Splx10BeZQQYbYS6UixsbIak € Firsttime use!
code_verifier=dBjftleZ4CVP-mB92K27uhbUJUlplr_wilgFWFOEjXk

Finish login session
as User

S A

- ___1___
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@@ Rl Analysis: Why is Browser Swapping possible?

1. The attacker initiates the authorization flow 4. The user’s authorization code (one-time use) is
2. The user grants the authorization request not used by the user’s Client/RP
3. The AS/OP issues the user’s authorization code ~ ©- The user leaks their authorization code to the
with the attacker’s state and nonce attacker
Client / Relying Party User Agent Authorization Server / OpeniID Provider
https://client.example.com user’'s web browser https://as.example.com
Attacker: 1 1. Initiate Login ! User: :
- I |
= Authzl'ization Gkl Fa i/ URL han%%\\{‘lﬁl;rization Request i
ate=xyz& :I
|

nnnnnn XYZ& | state-xyz&
code_challenge_method=5256 | nonce =XYZ& 2

code_challenge=E9Melhoa20wlFrEMTIguCH..WbuGJSstw-cM code_challenge_method=5256&

I L]

| code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGISstw-cM 4 User

: AuthN & Auth,
3.

|

User: it
4. 6. Failediuthorization Response 5. Authorization Response

state=xyz& 1 4
5 code=sp1x10BezQQYbYSbixS> Never used!
L] id_token=ey..XYZ..

8. Authofjzation Response

code=Splx10BeZQQYbYS6WXSbIA&
id token=ey..XYZ.

q

a2

codeSplxlOBeZQQYbYSGWbeI‘&

7. Toflen Request

\ 4

EUe

code_verifier=dBjftJeZ4CVPYmBY 2K27uhbUIUlplr_whilgFWFOEjXk 9 PKCE Wi" protect the attacker!

|
|
|
|
|
|
|
I
|
|
|
|
| |
| |
| I
| |
| code=sp1x10BezQQybyseuxsbyiE < Firsttime use! |
| |
| |
| I
| |
|
|

Finish login session 4 |
as User

Jonas Primbs: Browser Swapping 9
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|

|

|

|

| code=sp1x10BezQQYbyselixsbIAk < Firsttime use!
| code_verifier=dBjftleZ4CVP-mB92K27uhbUIUlplr_ wWlgFWFOEXk
|

|

|

|

|

1

Finish login session
as User

Client / Relying Party User Agent Authorization Server / OpeniID Provider
https://client.example.com user’'s web browser https://as.example.com
Attacker: N U R I User: :
| | |
: 2. Authorization Request : URL handover :
I 3> I/ 3. Authorization Request |
state=xyz& 2
| nonce=xvz& | state=xyz& |
| code_challenge_method=5256& | nonce=xvz& |
| code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGISstw-cM | code_challenge_method=5256& |
| | code_challenge=ESMelhoa20wvFrEMTIguCH.WbuGISstw-cM D 4. User
: : | AuthN & AuthZ
| | |
User: | | . |
| 4 6. Failed Authorization Response [ 5. Authorization Response |
| x ‘state—xyz& | state=xyz& |
| e | code=Sp1x10BeZQQYbYS6WxXSbIAK |
5. | gpseaemnees > Noverused | (TR i
| - | |
Qeaked Secrets ) | : :
| |
Attacker: | 8. Authorization Response | |
: ‘state=xyz& ! :
code=Sp1x10BeZQQYbYS6WxSbIAX
id_token=ey..XYZ.. :
|
7. Token Request J
C
|
|
|
|
|
|

5. Leaked Secrets

Jonas Primbs: Browser Swapping
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Option 1: Social Engineering with Trust Relationship J Let's be friends!
oK |
> Attack Scenario Check out this link: h
1. Attacker establishes a trust relationship with the victim https://as.example.com/authorize?respo
. . type=code&redi i=https %3A
2. Attacker sends authorization request URL to victim Q,Séep‘%ép:dff;t_eexraemgiff;‘c,ﬂo&ttpp:a||bac
3. Victim logs in; callback fails k&client_id=s6BhdRkqt3&state=xyz

N

A

4. Attacker pretends to help and asks for callback URL
» Does not scale well

= Requires much time to establish trust relationship i Let me help. Where are you?

— Chat bots can do this for the attacker https://client.example.com/callbac
k?code=SplIxIOBeZQQYbY S6W

xSblA&state=xyz
:! Thanks!

Attacker Victim

[ It's not working

Jonas Primbs: Browser Swapping
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Option 2: Legitimate Reasons

» Actively misused to attack Azure CLI: see ConsentFix

1. Attacker pretends to be Cloudflare’s bot detection and asks for email address
2. Attacker initiates flow to authorize the Azure CLI (redirect _uri=localhost)

3. Callback URI not found on the user’s device - user pastes callback URI to “bot detector” form

Verify you are human by completing the action below.

Enter a valid email address

Email

CLOUDFLARE
Privacy - Terms

Source: hitps://pushsecurity.com/blog/consentfix

<

c

0 % site redacted Q 2

Verify you are human by completing the action below.

Paste URL to allow access

Signin 1o your Microsoft account to verify your
identity and after successful authentication, copy
the URL received and paste it below:

<

e

] l login.microsoftonline.com/or... I Q 2

Legit MS login page

/

Microsoft Azure

B2 Microsoft

Pick an account

E] victim@ pany.com/ :
Signed in :

+ Use another account

< cC n IIocalhost:MOO/?code:1.AXUAfvftR... ] e

URL containing OAuth code
(what the attacker wants)

This site can't be reached

localhost refused to connect.
Try
* Checking the connection

* Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

Victim pastes URL into original sign-in page

Jonas Primbs: Browser Swapping
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y VAR . ?
@D RS Solutions™”

PREVENT USERS FROM SHARING SEGRETS

THAT, WOULD BE GREAT

imgflip.com
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Solution 1: Response Mode Form POST

EXPERTS.

» Enforcing response_mode=form_post (OpenlD standard) is an aftercare mechanism making
authorization codes not sharable in a URL

User Agent Authorization Server / OpeniID Provider
| |

Client / Relying Party
|

Attacker: |
<
| GET /login HTTP/1.1
| Host: client.example. com

Initiate login session : 2. Authorization Request

1. Initiate Login

I
| HTTP/1.1 302 Found

|

|

|

:/ URL handover }
> 3. Authorization Request »l
|

L
User: : Location: https://aso.exa}mple.com/author‘ize? : GET /authorize? I
| resPonse_tyPe=codef20}d_}0ken§ 5 | response_type=code%20id_token&
| peqlrec?_ur1=httpsABAAZFAZFcllent.example.comAZFcallback& | redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
| client_id=s6BhdRkqt3& | client_id=s6BhdRkqt3& D 4. AuthN
|  state=zyx&response_mode=form_post | state-zyx&response_mode=form_post HTTP/1.1 & AuthZ
: : Host: as.example.com :
| | |
| I '
: :4 5. Authorization Response I
6. Authorization Response
No Token = | HTTP/1.1 200 OK :
Request | POST /callback HTTP/1.1 Content-Type: text/html;charset=UTF-8 I
|

No Code
handover

| Host: client.example.com
Content-type: x-www-form-urlencoded

code=Sp1x10BeZQQYbYS6WxXSbIA

x

|
|
| state=zyx&
|
|
'

<html><body onload="javascript:document.forms[0].submit()">

<form method="post" action="https://client.example.org/callback>

<input type="hidden"
<input type="hidden"
</form></body></html>

name="state" value="xyz"/> |
name="code" value="Splx10BeZQQYbYS6WXSbIA"l/>
|

Jonas Primbs: Browser Swapping
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https://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html

5. UNIVERSITAT ion 2 -
@ TURINGEN Solution 2: App Links

» App Links are affected in theory

= Example redirect URI:
com.example.client:///callback?state=zyx&code=Splx10BeZQQYbYS6WxSbIA&id token=ey..ZYX..

» However, they are not affected in practice because App Link URIs cannot be copied or shared

2® https://as.example.com ¢

Safari kann die Seite nicht 6ffnen, da die Adresse ungultig ist.

OK

Jonas Primbs: Browser Swapping 16



@ﬁ Rl Solution 3: Short-lived Authorization Code

» Short lifetime reduces risk of an authorization code being shared with the attacker in time

» Problems
= Users can be trained to go faster
= Login flows on slow clients/RPs + slow Internet connections may break

» Suggestion: 5 seconds validity period

Jonas Primbs: Browser Swapping 17
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code=Sp1x10BeZQQYbYseuxsbIAk € Firsttime use!
code_verifier=dBjftJleZ4CVP-mB92K27uhbUJUlplr_whlgFWFOEjXk

Finish login session
as User

Client / Relying Party User Agent Authorization Server / OpeniID Provider

https://client.example.com user’'s web browser https://as.example.com
Attacker: !4 1. Initiate Login | User: :
| | |
: 2. Authorization Request : URL handover :
I " 3> I/ 3. Authorization Request |

state=xyz 2
| nonce=xvz& | state=xyz& |
| code_challenge_method=5256& | nonce=xvz& |
| code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGISstw-cM | code_challenge_method=5256& |
| | code_challenge=ESMelhoa20wvFrEMTIguCH.WbuGISstw-cM D 4. User

: : & AuthN & Authz
| | |
User: | e |
4- 6. Failed Authorization Response = S. Authorization Response |
—xyz& |

state=xyz& 4 | zggzesxyz
. ¢ =Sp1x10BeZQQYbYS6HxSHIAX |
= oot Nover used P | I |
| - | |
Leaked Secrets \1{ : :
| |
Attacker: | . 8. Authorization Response | |
: ‘state=xyz& ! :
code=Sp1x10BeZQQYbYS6HxXSbIAX

: id_token=ey..XYZ.. :
| |
! 7. Tokdn Request J
[ C
| |
| |
| |
| |
| |
| |

4. Unused One-Time Secrets (OTS)

Jonas Primbs: Browser Swapping
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Unused OTS #1: CSRF Protection

» Issue: RFC 6749 forces the client to ignore the authorization code without a matching state
» Result: Authorization code remains unused in redirect URI

» Solutions

= Client redirects to error URI, e.g., https://client.example.com/error?error=invalid state

- standardized in RFC 6749, but needs clarification

3. Authorization Request

Client / Relying Party User Agent

User: l I
| [

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

CSRF i< 6. Authorization Response :

detected! x GET /callback?
state=zyxad Unexpected state!

id_token=ey..ZYX Srmmaymmm— | nexpected nonce!

|
|
: code=Sp1x10BeZQQYbYS6WXSbIAR
|
| Host: client.example.com

<

GET /authorize?
response_type=code%20id_token&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
client_id=s6BhdRkqt3&
state=zyx&nonce=ZYX&
code_challenge_method=S256&
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISstw-cM HTTP/1.1
Host: as.example.com

5. Authorization Response

>

HTTP/1.1 302 Found

Location: https://client.example.com/callback?
state=zyx&
code=Splx10BeZQQYbYS6WXSbIA&
id_token=ey..ZYX..

Authorization Server / OpenlD Provider

4. AuthN
& AuthZ

Jonas Primbs: Browser Swapping
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@@ Rl Unused OTS #2: Response Mode Mutation

» Issue: Attackers change response _mode parameter to a response mode that the client does not expect
= Example: response_mode=query to response_mode=fragment

» Result: Client does not find authorization code in query parameters; Browsers retain fragment part in URL even after
redirect to the error URI

= Example: https://client.example.com/error?error=missing code#state=zyx&code=Splx10BeZQQYbYS6WXSbIA
» Solutions > Both not covered by specs!

= Enforce expected response mode at the authorization server
— Pushed Authorization Requests (PAR, REC 9126) for confidential Backend Web Apps work as well
= Clear fragment part when redirecting to error URI with a trailing #

» Problem: Client/RP must be reachable!

Client / Relying Party User Agent Authorization Server / OpenlD Provider
|

[ 3. Authorization Request l
| . >I
| GET /authorize? |
response_type=code’%20id_token& |
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& 4. AuthN
client_id=s6BhdRkqt3& | :
state=zyx&nonce=ZYX& & AuthZ
response_mode=fragment HTTP/1.1
Host: as.example.com

|

|

5. Authorization Response |

N? . 6. Authorization Response H ;
Authonzat'on < II-_ITTP/l.l 302 Found |
|

|

|

|

User:

C d I ET /callback HTTP/1.1 ocation: https://client.example.com/callback#
oae! ost: client.example.com

I o

|
|
| state=zyx&

: code=Sp1x10BeZQQYbYS6WXSbIA&
I

|
|
|
l id_token=ey..ZYX...
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» Issue: Loopback interface of attacker’s client is not reachable on victim’s device

= Actively misused: see ConsentFix

= Same issue for HTTPS domains with network layer attacks (e.g., ARP Spoofing), blocked URLs (e.g., state
with SQL injection string may be blocked by WAF), or not processable URLs (long state parameter)

= |f mobile app with HTTPS domain handler is not installed: fallback to previous point
» Result: Browser shows unreachable error; authorization code remains shareable in URL bar
» Solution: response_mode=form_post makes authorization code not sharable

Client / Relying Party User Agent Authorization Server / OpenlD Provider
|

2. Authorization Request | L/ URL handover |
’: 3. Authorization Request »:
|

GET /authorize? I
response_type=code%20id_token& |
redirect_uri=http%3A%2F%2F127.0.0.1%3A54321%2F callback& |

Attacker:

open https://as.example.com/authorize?
response_type=code%20id_token&
redirect_uri=http%3A%2F%2F127.0.0 .1%3A54321%2F callback&
client_id=s6BhdRkqt3&

User:

state=zyx&nonce=ZYX& client_id=s6BhdRkqt3& 4. AuthN
code_challenge method=5S256& state=zyx&nonce=zYX& I & AuthZ

code_challenge_method=S256&

127 0 0 154321 code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSstw-cM HTTP/1.1
e Host: as.example.com
unreachable 5. Authorization Response

|
|
|
|
|
|
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM :
|
|
|
|
|

x< 6. Authorization Response

| HTTP/1.1 302 Found
| Location: http://127.0.0.1:54321/callback?
| state=zyx&
: code=Sp1x10BeZQQYbYSEWXSbI A&
id token=ey..ZYX...

|
:
|
< i
|
|
|
|
|
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Leaked Secrets

5. Authorization Response

x P 6. Failed Authorization Response

state=xyz&
code=Sp1x10BeZQQYbYS6NxSbIA& - Never used!
id_token=ey..XYZ..

state=xyz&
code=Splx10BeZQQYbYS6WXSbIA&
id token=ey.XYZ..

Client / Relying Party User Agent
https://client.example.com user’'s web browser

Attacker: !4 1. Initiate Login | User: |
| |
: 2. Authorization Request : URL handover
I 3> I/ 3. Authorization Request

state=xyz&

| nonce=xvz& | state=xyz&
| code_challenge_method=5256& | nonce=xvz&
| code_challenge=E9Melhoa20wvFrEMTIguCH.. WbuGISstw-cM | code_challenge_method=5256&
| | code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGISstw-cM
| |
| |
| | 3 "

User: | |
| P
|
|
|
|
|
|

y'4

Attacker:

8. Authorization Response

P

<
state=xyz&
code=Splx10BeZQQYbYS6WXSbIA&
id_token=ey..XYZ..

7. Token Request

Finish login session

|
|
|
|
|
|
|
L
|
|
|
|
|
|
as User |
1

code=Sp1x10BeZQQYbYseuxsbIAk € Firsttime use!

code_verifier=dBjftJleZ4CVP-mB92K27uhbUJUlplr_whlgFWFOEjXk

3. Secret Issuance

|

|

|

|

o |

=)

|

|
D 4.
A

|

|

|

|

|

|

|

|

|

|

I

|

:

|

|

|

|

et

T

|

|

|

|

|

|

Authorization Server / OpeniID Provider
https://as.example.com

User
uthN & AuthZ
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o _ User Agent Authorization Server / OpeniID Provider
» Problem: The AS/OP cannot distinguish  user’s web browser https://as.example.com
a legitimate request initiated by the user | User

from a malicious request injected by the
attacker to the user

3. Authorization Request

GET /authorize?
response_type=code%20id_token&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
client_id=s6BhdRkqt3&
state=xyz&nonce=XYZ&
code_challenge_method=S256&
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISstw-cM HTTP/1.1
Host: as.example.com

—— .y

AS/OP cannot distinguish!

User Agent Authorization Server / OpeniD Provider
user’s web browser https://as.example.com
User:

|

|

|

|

|

3. Authorization Request >|
GET /authorize? :
|

|

|

|

|

|

|

|

response_type=code%20id_token&

redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&

client_id=s6BhdRkqt3&

state=xyz&nonce=XYZ&

code_challenge_method=S256&

code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSstw-cM HTTP/1.1
Host: as.example.com
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Client / Relying Party User Agent Authorization Server / OpeniID Provider

https://client.example.com user’s web browser https://as.example.com

| I |
User: |< 1. Initiate Login | |
| | |
| GET /login HTTP/1.1 : |
: Host: client.example.com I
: 2. Authorization Request : :
[ > 3. Authorization Request |
| HTTP/1.1 3062 Found | > |
| Location: https://as.example.com/authorize? | GET /authorize? |
: resPonse_tyPe=code%ZOid_token§ : response_type=code%20id_token&
| e | redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
| client_id=s6BhdRkqt3& | client_id=s6BhdRkqt3& D 4. User
|  state=xyz&nonce=XYZ& | state=xyz&nonce=XYZ& AuthN & AuthZ
| code_challenge_method=S256& | code_challenge_method=5256&
: code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISs tw-cM : code_challenge=E9Melhoa20wvFrEMTIguCH.WbuGISs tw-cM HTTP/1.1 :
I | Host: as.example.com I
AS/OP cannot distinguish!
Client / Relying Party User Agent Authorization Server / OpeniD Provider
https://client.example.com user’'s web browser https://as.example.com
Attacker: < 1. Initiate Login | User:

|
|
GET /login HTTP/1.1 | |
Host: client.example. com : :
URL handover |

|

|

2. Authorization Request >| o
HTTP/1.1 302 Found | 3. Authorization Request

Location: https://as.example.com/authorize?
response_type=code%20id_token&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
client_id=s6BhdRkqt3&
state=xyz&nonce=XYZ&
code_challenge_method=S256&
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM

>

GET /authorize? I
response_type=code%20id_token& |
redirect_uri=https%3A%2F%2Fclient .example.com¥%2Fcallback&
client_id=s6BhdRkqt3& D 4. User
state=xyz&nonce=XYZ& I AuthN & AuthZ
code_challenge_method=S256& |
code_challenge=ESMelhoa20wvFrEMTIguCH..WbuGISstw-cM HTTP/1.1 |

Host: as.example.com |
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Solution: HTTP Redirect Headers

Client / Relying Party User Agent Authorization Server / OpeniID Provider
https://client.example.com user’s web browser https://as.example.com
User: : 1. Initiate Login |
¢

GET /login HTTP/1.1
Host: client.example.com

2. Authorization Request

> 3. Authorization Request
HTTP/1.1 302 Found

!
| |
| |
| |
| |
| |
| |
I l
| Location: https://as.example.com/authorize? | GET /authorize?
: response_type=code%20id_token& :
| |
| |
| |
| |
| |
| |
| |

>

response_type=code%20id_token& :

redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
) 4
D

client_id=s6BhdRkqt3&

state=xyz&nonce=XYZ&

code_challenge_method=S256&
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM

. User
uthN & AuthZ

client_id=s6BhdRkqt3&

state=xyz&nonce=XYZ&

code_challenge_method=S256& |

code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISstw-cM HTTP/1.1
Host: as.example.com& I
Redirect-Origin: https://client.example.com

Client / Relying Party User Agent Authorization Server / OpeniD Provider
https://client.example.com user’s web browser https://as.example.com
Attacker: l 1. Initiate Login | User:

|
|
| "GET /login HTTP/1.1 | :
|
|

Host: client.example.com :
| URL handover
> 3. Authorization Request > Handover

GET /authorize? I I
response_type=code%20id_token& | deteCted'

redirect_uri=https%3A%2F%2Fclient .example.com¥%2Fcallback&

client_id=s6BhdRkqt3&

state=xyz&nonce=XYZ&

code_challenge_method=S256&

code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSstw-cM HTTP/1.1
Host: as.example.com

2. Authorization Request

|
|
| HTTP/1.1 302 Found

| Location: https://as.example.com/authorize?

| response_type=code%20id_token&

| redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
|

|

|

|

|

|

client_id=s6BhdRkqt3&
state=xyz&nonce=XYZ&
code_challenge_method=S256&

i
|
|
|
|
|
|
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM |
|
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» Problems

= Not yet applicable in today’s browsers
— Requires finished standardization for web browsers
— Requires implementation to all web browsers
— Requires users to update their web browser
* Not yet applicable to native apps with native browser login
— Requires all before, plus:
— Requires standardization for operating system APls
— Requires API implementation to all operating systems
— Requires users to update their operating system
— Requires implementation of OS-API to all web browsers
— Requires implementation of standards to native apps
— Requires users to update their native app
» Privacy concerns
— Every redirect target knows where the user has been redirected from (not only the AS/OP!)
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code=Sp1x10BeZQQYbYS6WXSbIA&

code=Sp1x10BeZQQYbYS6NxSbIA& - Never used! dEabenceyixVze

id_token=ey..XYZ..

Leaked Secrets

Client / Relying Party User Agent Authorization Server / OpeniID Provider
https://client.example.com user’'s web browser https://as.example.com
Attacker: !4 1. Initiate Login | User: :
I i |
: 2. Authorization Request : URL handover :
Moo " 3> I/ 3. Authorization Request )
state=xyz >
| nonce=xvz& state=xyz& |
| code_challenge_method=5256& nonce=XYZ& 2 |
| code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGISstw-cM code_challenge_method=5256& -
| code_challenge=ESMelhoa20wvFrEMTIguCH.WbuGISstw-cM 4. User
: AuthN & Auth
U |
ser: | et
| x _ 6. Failed Authorization Response < 5. Authorization Response
: ‘state=xyz&
|
|
|
N

Attacker: 8. Authorization Response

|
|
|
|
|
|
|
|
1
| state=xyz&
|
|
|
|
|
|
|
|
I

tate=xyz&
o0de=Sp1x10BeZQQYbYS6WXSbIA&
id_token=ey..XYZ..

P

<
S
Ci

7. Token Request

\ 4

code=Sp1x10BeZQQYbYseuxsbIAk € Firsttime use!
code_verifier=dBjftJleZ4CVP-mB92K27uhbUJUlplr_whlgFWFOEjXk

Finish login session
as User

A

2. User Consent
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» Specs: “[...] the authorization server authenticates the resource owner and obtains an authorization
decision (by asking the resource owner or by establishing approval via other means).” - RFC 6749

» Reality: Client requests authorization - AS authenticates RO - AS issues authorization code / tokens

User Consent

User Consent!

< (] [ < site redacted Q 2 < C (] [Iogin.microsoftonIine,com/or.,.| Q 2 Cc ] |Iocalhost:EAOO/?ccde:1,AXUAM(R,.. I 2
Legit MS login page ‘o
g gin pag URL containing OAuth code
Verify you are human by completing the action below.
Microsoft Azure / (what the attacker wants)
Paste URL to allow access
Signin to your Microsoft account o verity your TRy —— This site can't be reached
identity and after successful authentication, copy L
the URL received and paste it below: .
Pick an account localhost refused to connect.
o 7 Ty
A q @ V'Chm@cﬁpany"com : * Checking the connection
s ) ¢ Checking the proxy and the firewall
hd -+ Useanot her account ERR_CONNECTION_REFUSED
Back
Reload

Victim pastes URL into original sign-in page

Source: https://pushsecurity.com/blog/consentfix

» Solution: Make clear to the RO what they authorize!
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» Good example: Nextcloud
= |[nforms the RO what they are about to
grant

= Explicitly warns the user about the risks
of granting access to client applications

User Consent

Connect to your account

Please log in before granting "JPnimbs-Laptop (Desktop Client - Windows)" access to your PFimbs Cloud

account.

A Security warning
If you are not trying to set up a new device or app, someone is trying to trick you into granting them access

to your data. In this case do not proceed and instead contact your system administrator.

Alternative log in using app password
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8

Conclusion
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@@ Rl Conclusion: Why is Browser Swapping possible?

4. The user’s authorization code (one-time use) is

2. The user grants the authorization request not used by the user’s Client/RP
3. The AS/OP issues the user’s authorization code ~ ©- The user leaks their authorization code to the
with the attacker’s state and nonce attacker
Client / Relying Party User Agent Authorization Server / OpeniID Provider
https://client.example.com user’'s web browser https://as.example.com
Attacker: 1 1. Initiate Login ! User: :
- | I
» Solving any of them fixes - 2. Autndpization Request ezt DR andoer |
browser swapping! s e 2 i

code_challenge=E9Melhoa20wlFrEMTIguCH..WbuGJSstw-cM code_challenge_method=5256&

I L]

| code_challenge=E9Melhoa20wvFrEMTIguCH. WbuGISstw-cM 4 User

: AuthN & Auth,
3.

|

User: it
4. 6. Failediuthorization Response 5. Authorization Response

state=xyz& 1 4
5 code=sp1x10BezQQYbYSbixS> Never used!
L] id_token=ey..XYZ..

8. Authofjzation Response

code=Splx10BeZQQYbYS6WXSbIA&
id token=ey..XYZ.

q

a2

codeSplxlOBeZQQYbYSGWbeI‘&

7. Toflen Request

\ 4

EUe

code_verifier=dBjftJeZ4CVPYmBY 2K27uhbUIUlplr_whilgFWFOEjXk 9 PKCE Wi" protect the attacker!

|
|
|
|
|
|
|
I
|
|
|
|
| |
| |
| I
| |
| code=sp1x10BezQQybyseuxsbyiE < Firsttime use! |
| |
| |
| I
| |
|
|

Finish login session 4 |
as User
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Conclusion

» Long term solution: HTTP Redirect Headers

» Short-term solutions
= Reduce authorization code validity period as much as possible (5 seconds)
» Prefer response_mode=form_post & enforce response mode
= Ask user to consent & make clear to the users what they grant!

= Otherwise: Remove authorization code from URL bar
— Web: Retry login flow on failure or redirect to error page with tailing #
— Mobile: Use custom URL scheme
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Thank you for listening!
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» Problem: Sending a POST form cross-origin » Backend Sessions:

e Ao ciot) browsersonysend cooics - TRV PN T

with SameSite=None XYZ  dBjftJIeZ4CVP-mB92K27uhbUIU1

= Disables CSRF protection plr_wWlgFWFOEjXk
» Affected clients » 2. Authorization Request:
. HTTP/1.1 302 Found
= Backend Web AppS. yes Location: https://as.example.com/authorize?
. response_type=code’%20id_token&
" Frontend Web Apps. yes _ redirect_uri=https%3A%2F%2Fclient.example.com%2Fcallback&
= Desktop Apps: no (no cookies needed) client_id=s6BhdRkqt3&
. . . state=zyx&nonce=7ZYX&
= Mobile Apps: no (no form_post applicable) code_challenge method=S2568&
code_challenge=E9Melhoa20wvFrEMT JguCH..WbuGJSstw-cM
» Solution: Use temporary login session cookie Set-Cookie: oidc-session=abc; SameSite=None
(oidc-session) and use state as CSRF » 6. Authorization Response:

. POST /callback HTTP/1.1
protectlon Cookie: oidc-session=abc

= Can be deleted after authorization response Content-Type: x-www-form-urlencoded
state=zyx&
code=Splx10BeZQQYbYS6WXSbIA&
id_token=ey..ZYX..

Jonas Primbs: Browser Swapping 38



Other Issues: Logging

EBERHARD KARLS
SySS UNIVERSITAT
reevest TTIBINGEN

» Problem: Involved services (client, proxies,
servers, middleware) typically log full URLSs,
including query parameters

» Logs are reported to centralized monitoring

systems
= Everyone with near real-time access can access / Monitoring

authorization codes from logs

» Precondition: Attacker has access to backend
logs Client  HTTP Pro \
iVi (Browser) > Log access

= |nteresting for inside jobs, e.g., low-privileged ., oom
. . . .. sufficient ]
log auditors attacking high-privileged —
administrators via the administration portal Reverse Proxy Client
» Solution: Log filtering to masquerade a Load Balancer  Backend
authorization codes > Service | 7 09 access = Log access
_ T Extensions sufficient sufficient
providers/administrators must know! (WAF., IDPS, SIEM, ..}

- Often provided by external
third-party service providers
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Option 2: Network Attack

» Issue: Redirect URI may not be available

= Reasons: (In)active VPN, firewall, ARP poisoning, DNS spoofing, rogue access points, ...
» Result: Browser shows unreachable error; authorization code remains shareable in URL bar
» Solution: response_mode=form_post makes authorization code not sharable

Client / Relying Party User Agent Authorization Server / OpeniID Provider
|

2. Authorization Request !, URL handover I
>:/

3. Authorization Request >:
|

GET /authorize? I
response_type=code%20id_token&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&

Attacker:

open https://as.example.com/authorize?
response_type=code’%20id_token&
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
client_id=s6BhdRkqt3&

User:

state=zyx&nonce=ZYX& client_id=s6BhdRkqt3& 4. AuthN
state=zyx&nonce=ZYX& I & AuthZ
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGJSs tw-cM

|
|
|
|
|
|
|
|
: code_challenge_method=S256&

|
|
|
|
|
code_challenge_method=S256& |
|
|
|
|

code=Splx10BeZQQYbYS6WXSbIA&
id_token=ey..ZYX..

client exam ple com code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGISstw-cM HTTP/1.1 :
| ’ ’ Host: as.example.com |
| unreachable Network attack ‘: 5. Authorization Response }
| x 6. Authorization Response < |
| < HTTP/1.1 302 Found |
| Location: https://client.example.com/callback? |
| |
I |
| |

1
|
: state=zyx&
|
1
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Option 3: Processing Issues
» Issues
= Long URLSs fail processing in browser or backend services
= Attackers can influence URL length with state or nonce
» Result: User receives error from server; authorization code remains shareable in URL bar

» Solution: response_mode=form_post makes authorization code not sharable; post body typically has
no length restrictions

| id_token=ey..ZYXVeryLongLong..LongNonce.. HTTP/1.1

code=Sp1x10BeZQQYbYS6WXSbIA&
! Host: client.example.com

id_token=ey..ZYXVeryLongLong..LongNonce..

Client / Relying Party User Agent Authorization Server / OpenlD Provider

| L | |
Attacker: | 2. Authorization Request q / URL handover |
' ' 3. Authorization Request '
U ) | open https://as.example.com/authorize? | q >I
ser. : response_type=code%20id_token& I GET /authorize? :
| r'e(:llr‘ec'F_ur1=https%3A%2F%2Fc11ent .example.com%2Fcallback& I response type=code%28id_token& |
| client_id=s6BhdRkqt3& | redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& |

| state=zyx& | client_id=s6BhdRkqt3& 4. AuthN

: nonce=zYX : state=zyxVeryLonglLong..LongState& I & AuthZ
| I nonce=ZYXVeryLongLong..LongNonce HTTP/1.1 |
| | Host: as.example.com |
| | |
: : 5. Authorization Response }
URL too 6. Authorization Response < |
HTTP/1.1 302 Found |
Iong! T /callback?state=zyxVeryLonglLong..LongState& Location: https://client.example.com/callback? I
|
|
|
1

1
|
| code=Sp1x10BeZQQYbYS6WxXSbIA& : state=zyxVeryLonglLong..LongState&
|
1
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Unused OTS #3: Unreachable Client
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Option 4: Injection Protection

» Issue: Browsers and WAFs may not process URLs with a state value that is suspected of Cross-Site-
Scripting (XSS), SQL-Injection, or similar attacks

» Result: Browser shows server error; authorization code remains shareable in URL bar
» Solution: response_mode=form_post makes authorization code not sharable

Client / Relying Party User Agent Authorization Server / OpeniID Provider
|

Attacker: | 2. Authorization Request | / URL handover l
’: 3. Authorization Request »:
|

GET /authorize? I
response_type=code%20id_token& |
redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
client_id=s6BhdRkqt3&
state=zyxDROP%20 TABLE%20users&nonce=ZYX&
code_challenge_method=S256&
code_challenge=E9Melhoa20wvFrEMTIguCH.WbuGJSstw-cM HTTP/1.1

Host: as.example.com

5. Authorization Response

|
:
|
< i
|
|
|
|
|

| open https://as.example.com/authorize?

User: response_type=code%20id_token&

|

: redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
I client_id=s6BhdRkqt3&

| state=zyx& . AuthN
: nonce=2ZYX
|

|

|

|

|

I
|
|
|
| 4
} & AuthZ
|
|
|
|
|
|

SQL Injection
detected!

HTTP/1.1 302 Found
Location: https://client.example.com/callback?
state=zyxDROP%20 TABLE%20users&

6. Authorization Response
T /callback?state=zyxDROP%20TABLE%20users&
code=Sp1x10BeZQQYbYS6WXSbI A&
|
|

I id_token=ey..ZYX.. HTTP/1.1
| Host: client.example.com
1

code=Sp1x10BeZQQYbYS6WXSbIA&
id_token=ey..ZYX..
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Unused OTS #3: Unreachable Client

8

Option 5: Missing Handler App

» Issue: Using Claimed HTTPS Redirect Scheme without the app installed on the victim’s device, the app
cannot be reached

» Result: The victim’s device falls back calling the HTTPS server - see Option 2, 3, and 4
» Solutions:

=se response mode=form—post - Not applicable for mobile apps

= Have every app installed (?!)
= Custom URL Schemes (?)

code_challenge_method=S256&

Client User Agent Authorization Server
| o I |
Attacker: | 2. Authorization Request | URL handover |
. > 3. Authorization Request '
User | open https://as.example.com/authorize? >|
ser: : response_type=code%20id_token& ! GET /authorize? :
| redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback& response_type=code%20id_token& |
: Cil:nt_ld;SGBhdeqt?)& App not InSta"ed redirect:ur‘i=https%3A%2F%2Fclient.example.com%ZFcallback& | 4. AuthN
state=zyx client_id=s6BhdRkqt3& - AU
: code_challenge_method=s256& = Fallback to Web state=zyx& D & AuthZ
I
I

|
|
|
|
|
code_challenge=E9Melhoa20wvFrEMTIguCH..WbuGlSs tw-cM :
|
|
|
I

C'Iient exam ple com code_challenge=E9Melhoa20wvFrEMTIguCH.WbuGlSstw-cM HTTP/1.1
- - Host: as.example.com
unreachable Network attack 5. Authorization Response

} HTTP/1.1 302 Found

| Location: https://client.example.com/callback?
I state=zyx&

: code=Sp1x10BezQQYbYS6WXSbIA

|
|
I
< I
|
|
|
|
|

I

: 6. Authorization Response
| <

I

|

I

|
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@@ U%gfﬁ%‘g@ Other Solutions: Authorization Code Invalidation

» No standardized solution exists
» Idea: Invalid token request = authorization code invalidation
= User’s client cannot send a valid token request, if PKCE is used (only attacker knows the code verifier)
= Some AS/OPs invalidate the authorization code if first token request contains invalid parameters, e.g.
— Missing, empty or wrong code_verifier parameter
— Missing, empty or wrong redirect_uri parameter

* Problem: Heavily depends on AS/OP implementation; some AS/OPs ignore token request if not all
parameters are correct - Authorization code remains valid

Client / Relying Party Authorization Server / OpenlD Provider
https://client.example.com https://as.example.com

User: 7. Token Request

>
POST /token HTTP/1.1
Host: as.example.com

grant_type=authorization_code&
code=Splx10BeZQQYbYS6WXSbIA&

client_id=s6BhdRkqt3&

redirect_uri=https%3A%2F%2Fclient .example.com%2Fcallback&
code_verifier=dBjftJeZ4CVP-mB92K27 uhbUJUlplr_wh1gFWFOEjXk

|

|

|

|

- : . |
Finish login session |
asUser |

|

|

|

[
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» Idea: Protect authorization request with Pushed Authorization Request (PAR) or JWT-secured
Authorization Requests (JAR)
= Attacker cannot manipulate authorization request parameters
— Mitigates response mode mutation
— Enforces response mode even if AS/OP does not support response mode enforcement

» Problems
= Only applicable to server-side OAuth clients (OIDC RPs or OAuth BFFs)

= Only protects from authorization request manipulation (e.g., response mode mutation), but not from
Browser Swapping itself

— Attackers can still let the client generate a login flow in their session, but send the authorization request URL to
the victim
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Other Solutions: Automated Retries
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» Idea
= Legitimate user has a cookie session at the AS/OP

= |f the callback fails, the authorization request can be repeated before the user shares the authorization
code

» Problems

= Requires callback URL to be reachable
— Example: redirect_uri=http://localhost: 1234/

= A valid authorization code still exists

Jonas Primbs: Browser Swapping 46



	Intro
	Slide 1: Browser Swapping – How to Hack & How to Fix?
	Slide 2: Recap: OAuth 2.0 Authorization Code Grant

	Demo
	Slide 3: Attack Scenario

	Attack
	Slide 4: Browser Swapping Attack – Step 1 (Attacker)
	Slide 5: Browser Swapping Attack – Step 2 (User)
	Slide 6: Browser Swapping Attack – Step 3 (Attacker)
	Slide 7: Browser Swapping Attack – Abstract Concept
	Slide 8: Browser Swapping Attack – Abstract Concept
	Slide 9: Analysis: Why is Browser Swapping possible?
	Slide 10: Questions so far?

	Leaked Secrets
	Slide 11: 5. Leaked Secrets
	Slide 12: Leaked Secrets #1: URL Sharing
	Slide 13: Leaked Secrets #1: URL Sharing
	Slide 14: Solutions?
	Slide 15: Solution 1: Response Mode Form POST
	Slide 16: Solution 2: App Links
	Slide 17: Solution 3: Short-lived Authorization Code

	Unused One-Time Secrets
	Slide 18: 4. Unused One-Time Secrets (OTS)
	Slide 19: Unused OTS
	Slide 20: Unused OTS #1: CSRF Protection
	Slide 21: Unused OTS #2: Response Mode Mutation
	Slide 22: Unused OTS #3: Unreachable Client

	Secret Issuance
	Slide 23: 3. Secret Issuance
	Slide 24: Secret Issuance
	Slide 25: Secret Issuance
	Slide 26: Solution: HTTP Redirect Headers
	Slide 27: HTTP Redirect Headers

	User Consent
	Slide 28: 2. User Consent
	Slide 29: User Consent
	Slide 30: User Consent

	Conclusion
	Slide 34: Conclusion
	Slide 35: Conclusion: Why is Browser Swapping possible?
	Slide 36: Conclusion
	Slide 37: The End

	Extra Slides
	Slide 38: SameSite Cookies with Form POST
	Slide 39: Other Issues: Logging
	Slide 40: Unused OTS #3: Unreachable Client
	Slide 41: Unused OTS #3: Unreachable Client
	Slide 42: Unused OTS #3: Unreachable Client
	Slide 43: Unused OTS #3: Unreachable Client
	Slide 44: Other Solutions: Authorization Code Invalidation
	Slide 45: Other Solutions: PAR & JAR
	Slide 46: Other Solutions: Automated Retries


